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1 Executive Summary

The purpose of this assessment was to ascertain how the election was conducted, initially from
a mail-in, and then from an absentee ballot perspective. With the assistance of the Election
Commissioners and the Election Director, this assessment resulted in a full election process and
system review. WAKE TSI did not conduct a forensic technology audit of the election
management system as WAKE TSI did not have the agreement of the stakeholders to conduct
that level of detailed analysis.

Since this was a voluntary assessment, WAKE TS| accepted what was provided and were flexible
when the Election Officials did not want to provide sensitive information, such as chain-of-
custody documentation that identified County personnel and security tag log files, that
identified current numbering schemas. Nor did WAKE TSI look at the configuration of the EMS
itself or how the election was designed or built.

What the issues highlighted in this document reveal, is that the election was well run, was
conducted in a diligent and effective manner and followed the directions of the
Commonwealth. This does not indicate that there were no issues with the election, just that
they were not the fault of the County Election Commission or the County Election Director.

Fulton County had no anomalous or unusual incidents reported during the election process.
Expectations were that this assessment would not show any indications of error, technology
interference, fraud, or misconduct. Five issues of note were found in the conduct of the
election, three of which are related to the EMS Vendor:

1. There were a number of errors in ballot scanning

2. The failure of Dominion Voting to meet the Commonwealth Certification requirements
3. The addition of non-certified database tools installed on the system.

4. Changes were made to the EMS three (3) weeks prior to the election

5. The lack of Commonwealth L&A inspections of the voting systems.

The last issue is hard to understand as the Commonwealth’s documentation requires the DOS
to collect the L&A testing results.

While these may seem minor the impact on an election can be huge. The adjudication process
of the Dominion system is caused by the scanning system and software not being able to read
the intent of the voter. This forces human intervention and for those humans to “determine”
the intent of the voter.

2 Fulton County Demographics

Fulton County, Pennsylvania is located in south central Pennsylvania. The County Seat is in
McConnellsburg. The assessment was completed at the County Offices located at 116 West
Market Street, McConnellsburg, Pennsylvania 17233.



Fulton Ct?unty Pennsylvania 1 ’|WAK E|
Election Assessment

Image 1 - Fulton County Location
2.1 County Description

Fulton is a small county of approximately 14,619 people with approximately 9,847 registered
voters. The County averages 33.38 people per square mile, 26.53 people of voting age per
square mile and 22.48 registered voters per square mile. These numbers mean little until you
begin to compare them to larger more densely populated areas.

Registered
County Voting Age  Registered Votes County Land Voiers Per
Population  Population Voters Cast Area $q Mile
i 1 | .
14,619 11,622 | 9,847 ‘ 8,019 ‘ 438 sqmiles | 22.48
| 84.73% ‘ 81.44% ‘

]' 79.50%

Table 1 - Fulton County Demographics
*Estimated from 2019 Census Department numbers

The voting age population (VAP) is estimated to be 11,622 people, which, is approximately
79.50% of the County population. Of the Voting Age population approximately 84.73% of these
people are registered voters and of those 81.44% voted in the 2020 General Election.

2.2 Voting History and Registration Roles

During the 2020 Presidential General Election Fulton County had 8,019 votes cast at 13 polling
locations with 81.44% of registered voters casting a ballot. This is a high percentage of voters
even for a Presidential election but was quite common in this election cycle across the
Commonwealth and the nation.

The assessment reviewed all 954 mail-in ballots, all processes followed for In-Person, Mail-In,
Absentee, Provisional voting and the handling of adjudicated ballots. WAKE TSI also reviewed
voting related information published by the County, posted on the County web site, reported
by news media and reported by the office of Commonwealth of Pennsylvania Department of

State (DOS).

Election history in the Pennsylvania SURE system, for Fulton County, goes back to elections
beginning in 1987.
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Of the 9,847 Registered Voters 1,468 (14.81%) people did not vote in the 2020 General
Election. Fifty-six (56) people who voted in the Primary did not vote in the General Election.
The Commonwealth’s voting records show that Fulton County has 702 people whose date of
last vote was unknown or was prior to 1987. There are 1,065 registered voters who have not
voted in an election between 1987 and the 2019 elections. This accounts for 10.82% of the
County’s registered voters.

Somehow the explanation of the voting numbers in the previous two paragraphs do not add up
to 100% of the registered voters. Fulton County has 9,847 registered voters, there were 8,019
votes cast (81.44%) and 1,468 (14.81%) registered voters who did not vote. This totals 1,828
voters. Missing is an explanation of what happened to 360 voters (3.66%)?

What this information suggests is that the Voter Registration rolls need to be validated and
purged if possible. From the data that was purchased from the Commonwealth we were
unable to determine which field indicates inactive voters.

2.3 County Election Commission

The County has a mostly rural population, which has voted overwhelmingly Republican for
elections since 1964.

The County has 13 voting precincts based upon the Townships and Boroughs within the County.

Image 2 — Fulton County Poling Precincts

The county Election Commission consists of three members: Stuart L. Ulsh (R), Chair, Randy H.
Bunch (R) and Paula J. Shives (D). All three are business owners in the County.

There is also an Election Director who manages the elections, maintains voting equipment and
voting integrity, oversees data security, is responsible for ballot security and reports the tallies
to the Commission and the Commonwealth. The Election Director is assisted in many functions
by the Fiscal Administrator and the County Information Technology Consultant. The Election
Director and the Fiscal Administrator are County Employees.

The County’s Information Technology support is provided by a contracted firm. The primary
support person is an employee of that firm who has been doing the technology work for the

County for many years.
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3 Company Performing Review

WAKE Technology Services Inc. (WAKE TSI) is a managed services provider specializing in data
center, network, server and desktop systems design, cybersecurity and management, as well as
remote help desk and systems support. The company develops and executes various processes
and methodologies across all its disciplines. The firm was founded in 2004 and has worked with
organizations in Healthcare, Government, Manufacturing, Insurance, Automotive, Higher
Education and Professional Services industries.

WAKE TSI’s technical and management teams are experienced in working with DOD and other
federal agencies as well as state and local governments. This includes working with the
Commonwealth of Pennsylvania’s State System of Higher Education (PASSHE).

WAKE TSI is located in West Chester, Pennsylvania.
3.1 Who Wrote / Compiled the Report

This report was compiled and written by E. Eugene Kern, Executive Vice President of WAKE TSI.
Mr. Kern has been working in the information technology field since 1982. His background is in
technology infrastructure (not programming). His experience includes network, systems, data
center, physical design, systems and cybersecurity management as well as extensive project
management experience. He has been at the management and executive levels in the
information technology field for more than 30 years both as a consultant and as a member of
various organizations.

Mr. Kern is a co-founder of WAKE TSI and has been the Executive Vice President since the firm
began.

3.2 Team Performing Assessment

WAKE TSI’s Team consisted of three (3) ballot counters, two (2) technical personnel and one (1)
management person acting as program director / observer.

Our cybersecurity team who collected, reviewed and analyzed the technology data has
experience with DOD/DARPA, NSA and other federal agencies.

For further company information please see our website at https://www.waketsi.com.

4 WAKE TSI Process Foliowed

Two visits were made to the County Offices. The first on December 31, 2020 and the second on
February 9, 2021. For both visits to the Election Offices, our Personnel provided government
issued identification and signed a log at the request of the Election Director, prior to being
allowed to visit the election system area. WAKE TSI also agreed that our inquires and work
would not change or impact any of the systems reviewed. The County agreed to keep the
names of our personnel private so that none of them could be threatened or harassed, as Mr.
Kern has been after the first visit and subsequent newspaper reports were circulated.

Page 8 of 93 19 February 2021
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For our first visit, WAKE TSI provided a sign-in log for collection of contact information and to
understand who the stakeholders were. This is also to ensure we know who the proper people
are for follow-up questions and requests. Since the second visit was with the entire Election
Commission and the Election Director, WAKE TSI did not ask for a sign-in log to be completed.

4.1 Assessment Scope

The assessment was intended to review the mail-in ballots for each County and validate that all
conduct relating to the mail-in ballot requests, distribution, receipt and counting were in line
with Federal and Commonwealth guidelines. WAKE TSI was not asked, nor did we conduct, a
technology forensic audit of either the operating system or the EMS. WAKE TSI did review
operating and application system file dates, operating system and application log files, ballot
images and related files.

WAKE TSI personnel did not “image” the EMS systems. WAKE TSI did receive copies of various
ballot image directories and log files for offline evaluation. WAKE TSI was careful to not infringe
upon any portion of the Dominion software agreement with the Commonwealth or with the
County.

The ballot images that WAKE TSI received, do not allow for the identification of individual
voters. WAKE TSI did not inspect, review, assess or copy the County Electronic Poll Book or any
of the mail-in or absentee ballot envelopes.

4.2 First Visit

During the first visit our technology team collected electronic copies of EMS application log
files, directory information, TIF images of the scanned ballots, Operating System (OS) directory
and file information, OS log files and pictures of the paper Mail-In ballots.

This technology-oriented data collection was utilized to compare manual log files to electronic
files to ensure that the conduct of the election from a manual process matched the technology-
oriented process.

The Election Director, or an Election Commissioner, remained in the room with the ballots
throughout the entire course of our review. The Election Director was the only person
removing and replacing ballots in the ballot carts. Ballots were placed on the counting table for
review and then immediately placed back into the ballot cart once the review was complete.

The IT Support Technician, or an Election Commissioner, remained with the technical team
during the assessment of the voting systems and was the only person to access, copy or
download information from the EMS, as he does as a regular part of his duties. WAKE TSI
personnel were escorted at all times while we were in all of the election system related areas
during the assessment.

4.3 Second Visit

The second visit to Fulton County occurred on February 9, 2021. WAKE TSI returned to ask
follow-up questions about processes, review some of the sensitive documentation that the
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County did not want to have copied and to discuss the absentee ballots and the County’s
adjudication process.

4.4 QOverall Process

This was a voluntary assessment by the County, WAKE TSI accepted what was provided and
understood when Election Officials declined to provide sensitive information, such as chain-of-
custody documentation that identified County personnel and security tag log files, that
identified current numbering schemas. WAKE TS| was allowed to view, but not copy, this type
of documentation on the second visit.

The Election Commission did provide the templates utilized for these and other requested
documentation and the processes used by County Personnel for securing the ballots and
transporting them from the Precinct voting locations to the Central Tabulation Point
(McConnellsburg County Office). WAKE TSI also discussed but did not review County provided
training materials used for the General Election. Some of this documentation is in the process
of being updated by the Election Director as 2020 was the Election Director’s first year in the
position and has identified processes that needed refinement and updating to help Poll
Workers better understood and follow the election process in Fulton County.

4.5 Collection of Data

As stated previously, WAKE TSI’s technology people were assisted by the County’s Information
Technology Consultant. WAKE TSI was allowed to receive copied files from the application
directory of the EMS Server, the tabulation machines, the EMS workstation and the
adjudication workstation. WAKE TSI also obtained lists of all operating system files on each of
the machines. WAKE TSI received copied configuration files, images and log files from all of the
machines, both from the OS and the EMS.

4.6 Forensic Technology Tools Utilized

Since this was voluntary assessment and not an audit, WAKE TSI did not collect information
(disk images) from the machines as we would in a “normal” forensic audit. For this reason,
WAKE TSI did not utilize any of our forensic tools for the assessment.

5 Conduct of Election

The County Election Commissioners agreed, on a two to one vote following party lines, to have
this voluntary audit conducted and provided technical and administrative oversight and support
for the effort. Later the Election Commissioners again voted to allow WAKE TSI to count and
discuss the Absentee Ballots. Our request and the vote were what prompted the second trip to
the McConnellsburg. Fulton County is in two State Senate Districts as the maps below show.

*age 10 of 93 19 February 2021
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Since the County is in two State Election Districts both State Senator Judy Ward and State
Senator Douglas Mastriano were aware of our efforts.

5.1 Anomalies

Election anomalies occur in many forms and vary from election to election depending on how
the election was conducted and who ran the election. Anomalies can be human errors,
equipment failures, configuration errors, software failures, paper issues and such mundane
items as water leaks and power failures.

5.1.1 Election Process Anomalies

There were no reported conduct anomalies during this election. The Judge of Elections, at each
polling location, and the Minority and Majority Inspectors (Observers from both major parties)
were at each polling location during In-Person voting and then escorted the ballots from the
precincts to the County Offices for tabulation.

Multiple County Election Officials were present at all ballot handling, tabulation, adjudication
and reporting functions. At no time was only one-person handling ballots without supervision
by other election officials. No accounts of conduct irregularities were reported during the
election cycle either before, during or after the election in Fulton County.

5.1.2 Voting System Anomalies

There were no EMS system anomalies reported during the election or in the election results
reporting.

WAKE TSI found two EMS anomalies with the voting system which were; 1) the number of
scanning errors and 2) the installation of the Microsoft SQL Server Data Tools (SSDT).

For the first issue the Federal Government has set an allowable error rate of 1 error in 250,000
ballots scanned for an allowable error rate of 0.0004%. Fulton County should not have had any
ballot scanning errors according to Federal guidelines.
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There were two sets of log files reviewed for this assessment. The first is the error log files on
the ICC machines (scanning tabulation machines). These log files show that scanning issues
occurred during system setup / testing on 10/18/2020, during the election process on
11/3/2020, during the County validation on 11/6/2020, and during the certification process on
11/10/2020. Usually, the scanning issues were one error during a batch of fifty ballots being
scanned. This leads to an error rate of 0.02% during batch processing. If you look at the
approximately 40 scanning errors that occurred during the election process this provides an
error rate of approximately 0.005%.

The second set of log files from the EMS server show that during the 11/03/2020 General
Election there 3,383 individual events, of which 142 were for scanning errors (4.20%) and only
three (3) were for write-in ballot warnings (0.09%). The scanning errors are far in excess of the
allowable error rates as legislated by the Federal Government.

WAKE TSI suggests that this issue should be resolved by the EMS Vendor.
5.1.3 Other Anomalies

The only other anomaly reported was with the printing of ballots in one of the precincts. The
ballots are printed with a tear off tag that shows the voter what number voter they were for
that election and day. The printing firm, who provided the ballots, mistakenly started the ballot
numbers at the wrong number, which forced a change in the tracking of the ballots provided to
that location.

This issue had no impact on the actual voting in the Precinct.
5.2 Public Communications

The Web Page is the primary form of communications for the County during election periods.
Individual Candidates, or Parties, provide all their own election materials. The County does not
provide election advertising except for signage for polling locations and ballot collection points
that indicate locations and processes to be followed.

5.3 Web Page

The County website shows election results since 2002 and is consistent with what other online
sources provide. This information was also confirmed via data from the Pennsylvania Statewide
Uniform Registry of Electors (SURE) system.

Fulton County has an easy-to-use website with all voting information (information, reporting
and registration) accessible from a link on the left side of the County Homepage. The website
was built and is maintained by the County’s contracted Information Technology Services
Company.

The election page displays the primary access points in the middle of the page as boxes. Above
the boxes is an election day phone number for assistance or issue reporting. Sample ballots for
all precincts are easily accessed from this page.

19 February 2021
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5.3.1 Sample Ballots

The sample ballots are downloadable as PDF files and match the County precincts, mail-in
ballots and election day ballots. The Sample ballots have a watermark showing them as
“Specimens”. This watermark was easily removed with Adobe Acrobat. The sample ballots
print the same size as the election day ballots (8.5 by 11.0 inches). The sample ballots do not
contain any Precinct identification or serial numbers.

See Sample Ballots in Appendix A —Sample Ballots.
5.4 EMS System Physical Security (Machines, Ballots and Devices)

The voting systems are maintained in multiple rooms in the basement level of the County Office
building listed above. The rooms are only utilized by the Election Commission and are kept
locked unless personnel are utilizing the rooms as part of their duties.

The building has a keycard security system and reporting of access to the various areas can be
generated as needed. The building also houses Veteran Affairs and Domestic Relations offices.
They are separate with their own entrance and security system. Personnel from these
Departments do not have access to the Election Systems areas.

All ballot carts, paperwork carts, supplies, and EMS related devices are stored in the election
area of the building. Some election related paperwork is kept in the Election Director’s office,
which is on a different floor in a secured access area.

There is one ballot cart and one paperwork cart per precinct. All carts were locked and sealed
with numbered security tags, which were removed by the Election Director as the mail-in ballot
count proceeded.

Image 4 — Ballot Carts Image 5 - Paperwork Carts

Note in the pictures above the red security tags on the Ballot Carts and the green security tags
on the Paperwork Boxes.
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Once the ballot recount had been completed for a Polling location, the ballots were
immediately replaced by the Election Director and resealed.

The Election Director maintains a log of the security tags when removing / replacing the
security tags. The log is kept on her County provided computer located in her office and is only
accessible by her.

See a template of the log file in Appendix D = Security Tag Tracking Template.
5.5 Poll Book

The Poll Book is not part of the Dominion Election Management System. While the two are
related and work together, the Poll Book is not generated by, nor used by, the Dominion
System directly. Individual counties throughout the Commonwealth use a variety of electronic
or manual Poll Books.

Fulton County uses a “Manual Poll Book” printed from data in the State Voter Registration
Database. The Poll Book is printed the Friday before the election and delivered with the Ballots
and other Paperwork to the Judge of Elections at each Precinct in preparation for Election Day.
The Poll Book is updated from Friday through Election Day as registration information is
updated or new voter registrations are added to the statewide Voter Registration database.

The Poll Book is signed by each voter and the Poll Workers hand a ballot to the Voter. While
ballots were not serialized, the pre-printed in-person ballots do have a tear-off tag intended to
inform Voters what number voter they were for that precinct.

The process followed by the Poll Worker distributing ballots is to inform the person managing
the Poll Book the number of the ballot tag, which is then entered into the Poll Book, with that
person’s name. Once that ballot is cast the numbered tag is removed and provided to the
Voter.

Since these ballot tag numbers are written into the Poll Book, they become part of the voting
record. A curious side effect of the tear-off ballot numbers being entered into the Poll Book is
that it allows for tracking of individual voting by comparing the Poll Book to the batches run
through the tabulation machines. Since the ballots are carefully tracked in batches and are
placed in the ballot carts in the order voted it allows for this matching of voting order to the
Poll Book and to the images taken for the counting process.

In January 2021, after WAKE TSI had collected data from Fulton County, the ex-Secretary of the
Commonwealth, Kathy Bookvar requested that Fulton County perform a random sampling
analysis of voting in the County. The State personnel who performed the analysis selected a
not-so-random sample of Ballots from a comparison of the Poll Book to the batch logs to select
the ballots they wanted to review for sampling. The results showed that rather than the actual
85% percentage voted for President Trump the selected sampling showed an 89% voting
selection. We do not know why the vote review / sampling was conducted in this manner. This
information was provided to WAKE TSI by one of the Election Commissioners.
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5.6 Ballot Casting and Election Results

Fulton County certified that they only counted votes cast / received by 8:00 pm on November 3,
2020 or as appropriate for absentee ballots in accordance with state and federal guidelines. Al
ballots are cast in the precincts and taken to the McConnellsburg County Offices for tabulation
and reporting. There is a McConnellsburg Precinct location as well where voting occurred.

The Election Director utilized a handwritten Ballot Scanning Log for managing the batches
during scanning. The log sequentially tracked batches by polling location, quantity in the ballot
cart and type of ballot. The Election Director’s handwritten log files exactly matches the
scanning logs from the tabulation devices labeled ICC#1 and ICCH#2 as to the ballot type, size
and number of ballots per batch ran through the devices. Most of the batches run through the
system were in groups of 50 ballots. The largest batch was 108 ballots, and the smallest batch
was 1 ballot.

Ballot abbreviations on the log include Mail-In = MI, Election Day = ED, and PR = Provisional.
These designations match the directory structure of the ballot images within the EMS directory
structure. Absentee ballots were included in the mail-in category for logging purposes but were
tracked separately in the ballot carts and in the EMS. Provisional ballots were handled by the
Election Director under the supervision of the Election Commissioners.

See Appendix B — Ballot Scanning Log Example

The County Sheriff’s Department is present at the McConnellsburg Offices, on election day, to
observe that there are no interruptions or interference with proper procedures. They do not
take part in the transportation of ballots or voting equipment.

The ballots are transported from the Precincts to the election offices in McConnellsburg by the
Election Judges and the Minority and Majority Inspectors. Chain-of-Custody documents, for the
ballots and supplies were utilized by the County for transport.

WAKE TSI did request and receive copies of the templates used for these documents as shown
in Appendix C - Ballot Tally & Tracking Template and Appendix D - Security Tag Tracking
Template

The following table shows the votes cast and reported by election for the 2020 General Election
on the County web site and through the Pennsylvania SURE system:

Election Race Total Vote Count
Presidential 7,981 I

| Attorney General B _ ] - o ‘ - 7,815 - ‘
| Auditor General | 7,762

i State Treasurer _ B ‘ - 7,761 - ]
| Representative in Congress | .27,840 '.
" Representative in the General Assembly _ ‘ 7,261 l

| Count of People Voting as Reported in SURE | | 8,013 ]
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Table 2 - Votes by Election Contest

All votes were scanned / tabulated using devices labeled ICC#1 and ICC#2. All mail-in ballots
were scanned using ICC#2 while ICCH#1 served in a backup roll.

5.6.1 Election Night Versus Certified Results

The table below shows the differences between the reported numbers.

Total
Date Pocpoul:::?on Re\ii;:':d \1!-2::'5 Biden Trump ::;:3 W:'::e- Vote-s For
Cast President
Nov3 | 14,619 9,847 | 7,807 | 1,068 | 6,660 79 Oyl [ 7807 00|
' Nov 20 14,619 | 9,847 | 7,981 ‘ 1,085 6,824 ‘ 69 \ 3 _‘_ 7,981
Diff | 0 0 174 17 164 [0/ |

Table 3 — Election Night Reporting vs Certified Reporting

As the table above indicates, election night reporting did not match with the certified results.
The reasons provided for this difference were receipt of military and civilian absentee ballots,
clarification of write-in ballots, resolution of provisional ballots and adjudication of ambiguous
ballots. The table above shows the differences between the election night and certified results
and what ballots changed categories.

The log files show that ICC#1 had two provisional ballots scanned on 10/13/2020 as part of the
setup of the election. None were scanned on this device during the 11/3/2020 election.

The log files on ICC#2 had 22 provisional ballots scanned on 10/13/2020 in two batches as part
of the election setup. Twelve (12) provisional ballots were scanned on 11/06/2020 in six
batches as part of the ballot adjudication process, and 115 ballots were scanned on
11/10/2020, in two batches, as part of the certification process.

See the County Certification Report in Appendix E — County General Certificate of Results
5.6.2 In- Person Ballots

The printed In-Person ballots do have a machine-readable ID (barcode) in the lower left corner
that identifies the precinct in which the ballot was cast. The example below is from an image of
an Ayr Township ballot. Image 1 is from the top center of the ballot and Image 2 is from the
lower left corner of the ballot. All Ayr Township Ballots have the same marking. The markings
for each Precinct are distinct and match from ballot to ballot within the precinct. This is the
only difference between the sample ballots and the actual ballots used in the election.

This difference stops someone from downloading the sample ballots, printing them and then
casting them as if they were actual ballots. The barcode does not identify individual voters.
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OFFICIAL MAIL-IN BALLOT

FULTON COUNTY, PENNSYLVANIA
GENERAL ELECTION, NOVEMBER 3, 2020
AYR TOWNSHIP

The ballots are also printed on a heavier stock than the normal 20-pound paper used by copiers
and for other technology uses. The reasoning behind this was explained as assisting the
scanners in feeding individual ballots without as many jams.

Image 6 — Top of Ballot

Image 7 — Bottom of Ballot

5.6.3 Provisional Ballots

The following table is the count of Provisional Ballots listed by the reason for inclusion in the
provisional category.

PrI:it;Lflal Not Absentee Registered
Township y / MiINot ButNotin Excepted Ballots
Ballots Registered
; Returned Poll Book
Received
LAY RIS R TN N | N i A QT Y
BELFAST } i ' 0 | 11 | o || 1
LBETHECRENTINSN C S 1o i | S S 13 3 SR 1 S { A L)
BRUSH T | 4 | 1 ‘ 2 14
'DUBLIN 10 ORI 10 o 10 ]
LICKINGCREEK | 9 0 9 | o 9
MCCONNELLSBURG | 8 1) PR 5 2 I s
lTavior * | 7 [ o | 7 | o 7z
|THONIPSON ! _ be || T 16 2 18 3
Tooo | 10 || 3 | 6 | 1 .
UNION s S e A v L PR T 10 DAl
VALLEY HI | o [[ o [ o | o [ o
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(WELLS T [ S T (e W BELEE Y
~ SUBTOTALS | I‘ | as | 11 =] 126
| TOTALS | 149 |5 23 | B | 126

Tab!e 4 - Provisiaél Ballots

As can be seen by the table above 23 voters who were not properly registered, plus 115 people
who had requested an absentee or mail-in ballot which had not been returned and 11 people
who had registered but were not in the Poll Book. These 149 ballots were not counted in the
election for these failures in following the proper process to vote.

5.6.4 Mail-In Ballots

The numbers below represent the numbers of the Mail-In ballots requested and returned to the
County. The numbers below are from the Pennsylvania SURE system. Of this amount 954 Mail-
In Ballots were completed properly and counted for the election.

' " Returned  Returned Not
R d
EESEEL - GG By 11/3 After 11/3 Returned
1,429 1,23 30000 | 1,222 W 11 |[“% 19678
’ 86.28% | 99.11% | 089% | 13.72% |

Table 5 — Mail-in Ballot Numbers

In accordance with Department of State directives only Mail-In ballots delivered by 8:00 PM on
November 3, 2020 were counted. The McConnellsburg Post Office worked diligently with the
Election Commission to deliver Mail-In ballots twice-a-day during the last few days leading to
deadlines. Sometimes calling the Election Director to inform her that there was no mail for that
day.

5.6.5 Absentee Ballots

Absentee ballots are handled differently from mail-In ballots as they have different rules,
regulations and deadlines. Absentee ballots were counted if they were postmarked by
November 3, 2020 and received prior to November 6, 2020.

An Absentee ballot request is a different type of request from a Mail-In ballot request.
5.7 Results Reporting

WAKE TSI reviewed several sources to ensure that reporting was consistent and accurate. The
results were then compared to information which was provided from the EMS. The reporting
reviewed was completed from Election Night Results through Result Certification and included
published results from November 3 through December 28.

5.7.1 County Web Site

All the information on ballot count reporting above is from either the County’s web site or the
Pennsylvania SURE system.
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All information reported by the SURE system is input by the Election Support Team of Fulton
County. The data is transported from the EMS to the County Election Director’s workstation via
thumb drive and then uploaded to the SURE system.

The County web site is easy to use and has reports in standard formats that do not need
adjustment to run reporting or statistical tools against.

See the County election web site at this link: https://www.co.fulton.pa.us/elections.php
5.7.2 Media

WAKE TSI reviewed reporting by the New York Times (NYT) for all counties in Pennsylvania as
well as reporting provided by local and national television and cable outlets. WAKE TSI also
reviewed results posted on or by national voter data tracking outlets like Edison Research, Scytl
and Verified Voting.

This data was compared to the information provided by the County and the Commonwealth’s
web sites.

5.7.3 Commonwealth

As the table at the beginning of this section indicates the highest count of votes appeared in the
Presidential race, with 7,981 ballots cast. This table is based upon the certified election results
from November 10", The State SURE system indicates that 8,019 ballots were cast in the
County. There is a difference of 38 votes (0.47% of ballots cast). This difference is from the
remediation of issues such as double voting where only one candidate can be selected, but two
were marked, naked ballots (mail-in ballots) where the security envelope was not included in
the outer envelope when the ballot was returned, write-in ballots for famous entities like
Mickey Mouse, Jesus Christ, Abraham Lincoln, etc. and ballots cast by people who were not
properly registered.

5.7.4 EMS Vendor Website

No reporting of election results was found at the Dominion web site as some of the other
Election Management System Vendors provide.

6 Election Management System (EMS)

Fulton County uses the Dominion Democracy Suite 5.5A as certified by the Pennsylvania
Secretary of State (SOS). The County began using the Dominion EMS in 2019. It has been used
in the last three (3) elections. More information on the EMS and how to use it can be found at
the Department of States web site listed here: https://www.votespa.com/Voting-in-
PA/Pages/Voting-System-Demos.aspx.

The EMS system was originally installed and used for the 2019 Municipal Election and was
utilized for the 2020 Primary and 2020 General Elections. The EMS Server log files indicate that
the election management system was originally installed on 08/16/2019 and updated for the
Municipal Election on 10/17/2019. The next date that the system logs show the EMS as being
updated is for the 2020 General Election (10/13/2020). The election files from all three
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elections were on the server. This information matched exactly what the Election Commission
provided.

6.1 EMS Software Components

The Dominion Democracy Suite 5.5A consists of the following software and firmware
components:

Application Version
' EMS Election Event Designer (EED) 5521
' EMS Results Tally and Reporting (RTR) 55121
| EMS Application Server 55.12.1 |
EMS File System Service (FSS) 5.5.12.1 |
' EMS Audio Studio (AS) 5.5:12 110
EMS Data Center Manger (DCM) 55.12.1 |
'EMS Election Data Translator (EDT) 5:5:12.1 0]
' ImageCast Voter Activation (ICVA) 5.5.12.1 l
' EMS Adjudication B 55.8.1 |
EMS Adjudication Service | 5.5.8.1 ‘
' Smart Card Helper Service it 5.5.12.1
' ImageCast Precinct (ICP) | 5.5.3-0002 ]
ImageCast Central (ICC) | 5.5.3.002
ImageCast X (ICX) B ‘ 5.5.10.30 ]

Additional Commercial Off The Shelf (COTS) software and firmware included in the systems has
been defined as part of the EAC system certification scope. We did not include this information
as it is listed in the Commonwealth certification document, which has been included as an
Appendix.

6.1.1 Third Party Software Components

All expected third party software components were installed in the system. Versions were as
listed in the certification documentation.

File dates and times matched the expected results and file sizes matched software vendor data
for the versions installed.

6.2 EMS Devices Utilized

Fulton County Pennsylvania uses the Dominion Democracy Suite 5.5A EMS. The following is an
excerpt from the Pennsylvania Certification Report for the Democracy Suite 5.5A components
considered for use in Pennsylvania.

“The System is intended to provide a paper-based voting system with end-to-end
election support, from defining an election to generating final reports. The
system is comprised of both precinct and central count tabulators, and BMDs as
the ADA component. The system companents include: The Election
Management System (EMS), the ImageCast Central (ICC) - utilizing two



Fulton Ct_)unty Pennsylvania ~IWAKE
Election Assessment |

Commercial Off the Shelf (COTS) scanners, the ImageCast Precinct (ICP) optical
scanner and the ImageCast X (ICX) (Prime and Classic) ballot marking devices.”

6.2.1 Ballot Marking Devices

The County provides Ballot Marking Devices (BMD) in each Polling Location as required by
HAVA and Commonwealth guidelines. These devices can be used by anyone who wishes to use
them instead of a paper ballot. The voter views the ballot on the computer screen, makes their
selections and then a ballot is printed with their selections listed and with a QR code that is
read by the tabulation machine when these ballots are scanned.

The important point here is that the machine readable QR code is what is being scanned and
entered by the tabulation machine not the human readable details printed on the ballot.

We are not inferring anything by making this point, we are just stating the obvious, that what
you see and what the machine reads is not the same information when using these devices.
That does not mean that the QR code is any different than what is printed on the ballot, just
that you cannot see what it says.

See an example of a printed BMD generated ballot in Appendix F - BMD Ballot Printout.

The certified ballot marking device that the County uses is the ImageCast® X (ICX) Ballot
Marking Device (BMD). This is a ballot marking device with a Commercial Off The Shelf (COTS)
printer, HP LaserJet Pro Printer M402dn or HP LaserJet Pro Printer M402dne, for printing
marked ballots.

Once the BMD generated ballot is printed it is then added to the Precinct Ballot Cart for
transportation to the Central Tabulation Site in McConnellsburg, as are the hand marked
ballots.

The BMD printed ballot is scanned into the system using the same tabulation devices as the
hand marked ballots.

WAKE TSI did not review any of the BMD devices during this assessment.
6.2.2 Tabulation Machines

Fulton County does not utilize a tabulator at the precinct voting locations. All scanning and
tabulation functions are completed at the central McConnellsburg location.

Fulton County utilizes the ImageCast Central Station (ICC), a ballot scanning and tabulating
system that can be configured with high-speed COTS scanners, Canon Image Formula DR-G1130
or the Canon Image Formula DR-M160- Il, to tabulate ballots in the central office.

Fulton County has labeled their devices ICC#1 and ICC#2. All reporting refers to these names
and it is included in the log files from the server and tabulation machines.

6.3 EMS Training

At this time the Election Commission and County Staff have received a portion of the required
training. The situation with training is that at the time of system purchase the then Election
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Director was retiring, and the current Election Director was not yet onboard. The Election
Commission decided to postpone some of the training until the new Election Director was
onboard.

Dominion “owes” the County training manuals, training and system manuals. The Election
Commission expects that Dominion will provide those materials and training prior to the 2021
Municipal Primary which occurs May 18, 2021.

See the section below on Commonwealth training requirements for more details.
6.3.1 Election Commission

The Election Commissioners and the Election Director received some training from the EMS
Vendor, Dominion. Itisintended to familiarize the Commissioners and Election Director with
the election process, conduct and security.

It is provided as part of the purchased contract for the system.
6.3.2 County Warkers

This group includes the Election Director, IT support and others as needed. This training is also
provided by the Vendor and is part of the system purchase contract. Dominion’s contract with
the County provides for training for up to six (6) of the Counties personnel. More can be
purchased as needed.

The training is provided as online videos, manuals and printed guides as well as in-person
training as needed.
6.3.3 Poll Workers

The training for Poll Workers is mostly provided by the County, with assistance from Dominion.
This training is based on Dominion materials but is modified to meet the needs of the County.
Locality specific training is created and designed by the Election Director. It also includes
instructional materials from the Vendor for the use of the Ballot Marking Devices in the
Precincts.

6.3.4 Information Technology

The Vendor has not yet provided training materials or manuals for information technology
support of the system.

The Vendor is scheduled to provide that information in 2021, prior to the May election.
6.3.5 Commonwealth Requirements for Training

Commonwealth law and County contracts require that Dominion must provide training and
training materials as set forth below prior to the first use of the voting system in a primary or
general election.

a) A demonstration of, and training on, the setup and operation of the Voting System to
the purchasing county’s board of elections’ members and staff and the county’s precinct

election officials.
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b) A training session on the Voting System’s election management system and/or EPBs for
the purchasing county’s board of elections’ members and no less than two and no more
than six staff members chosen by the board of elections. The training sessions must
afford the board members and its staff the opportunity to learn how to setup and
program an election, and if applicable design and layout ballots independently of the
Supplier’s assistance and support. (Emphasis added by WAKE TSI)

c) Atraining session on the following subjects for the purchasing county’s board of
elections’ members and no less than two and no more than six staff members chosen by
the board of elections:

a. programming of all voting units and ancillary devices;

tabulating results during the unofficial and official canvass;

ensuring accuracy and integrity of results;

preparing polling places and setting up the system for election day operation;

Training on accessibility options of the voting system

Election day operating procedures;

auditing procedures;

conducting a recount;

preserving records;

printing, designing, and formatting election reports;

troubleshooting common issues;

safeguarding and preventing tampering and unauthorized access to all parts of

the Voting System; and

m. xiii. Post-election care, maintenance and storage.

d) Any and all system manuals necessary to allow a purchasing county to operate the
Voting System independently of the Supplier’s assistance and support.

e) Training materials for a purchasing county board of elections to use when training its
precinct election officials on how to setup, operate, and close down the Voting System
on Election Day.

AT TSm0 a0 T

Dominion did not meet the training requirements for the reasons stated above and has
continued to build the election system for the County for each of the elections since the
system was installed.

6.4 EMS Last updated

The EMS was last updated on 10/13/2020. This update consisted of Dominion delivering the
2020 General Election Build to the County. No documentation of what this update consisted of
was provided at the time of the upgrade.

As it turns out this was the actual election build and not an update to the EMS software and
occurs three (3) weeks prior to the election. This update occurs at this point as it is after
candidate’s final withdrawal date occurs.

The issue here is that the County does not receive a formal document that states what changes
were made during the update.
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6.5 Error handling in the Election Management System

The allowable election error rate established by the Federal Election Commission guidelines is 1
in 250,000 ballots (.0004%). We observed 40 errors in the scanning log files for an error rate of
0.4988%.

6.5.1 Classification of Ballots

The Dominion Systems classify ballots into two categories, 1) normal ballots and 2) adjudicated
ballots. Ballots sent to adjudication are from occurrence of an error during scanning such that
the technology cannot determine the intent of the voter.

Ballots sent to adjudication must be altered by election administrators and adjudication files
can be moved between different Results Tally and Reporting (RTR) terminals with no audit trail
of which administrator actually adjudicates (i.e. votes) the ballot batch.

The lack of audit trail shows a serious flaw in the security and election integrity because the
system does not provide a meaningful technology method for observation of the adjudication
process or audit trail of which administrator actually adjudicated the ballots.

Fulton County has one (1) adjudication Results Tally and Reporting terminal. It is referred to as
the Adjudication Workstation by County Employees and Contractors.

6.6 EMS Handling of Errors (Adjudication)

Fulton County’s adjudication process consists of review of ballots that were not machine
readable. The process is observed by three people. The County Solicitor provided that
direction to the Election Director. The Commonwealth guidelines indicate that a minimum of
two people must observe the adjudication process.

There were two sets of ballots that were adjudicated during the election. The first set were
adjudicated by the Election Director and two other county employees on 11/06/2020. The
second set was adjudicated by the Election Director in the presence of the Election Commission
on 11/10/2020 during the election certification process.

The issues that resulted in adjudication were cases involving people voting for multiple
candidates, write-in ballots and unclear markings.

The Dominion EMS does not provide a clear way to determine the number of adjudicated
ballots, or their outcome, from log file reviews. While WAKE TSI can tell how many ballots were
rejected by the electronic scanning system, which would indicate a need for adjudication, we
cannot track what the final outcome of those ballots were. Outcomes could include; candidate
selection, over or under vote conditions or ballot rejection.

The County did manually track and provide that information.
6.7 EMS System Configuration

WAKE TSI did not closely investigate the systems settings within the EMS System. If this had
been a forensic analysis or some anomalies had been reported that level of effort would have
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been suggested. In this case our preliminary analysis did not indicate that level of investigation
was required.

In all cases that where we reviewed the EMS settings and operating parameters, the County IT
Support Technician keyed in all information and took us through the screens and settings of the
system.

6.8 Review of EMS System Logs

WAKE TSI did review system logs from the EMS system. These are the logfiles that show
configuration events (changes, errors, etc) as detected by the EMS itself. These were reviewed
and showed the changes and scanning errors as would be expected.

These files are not encrypted and can be accessed via a text editing tool.

6.9 Configuration files

WAKE TSI did review the EMS configuration files. These were reviewed to validate that the
system changes that the County informed us had occurred were indeed what the system had
logged as well. All log files matched expected events and changes.

6.10 EMS Backups

The County IT Support person conducted EMS backups at regular times. All of the backups
were conducted when changes were to be made to the systems and when reporting was being

conducted.

There were EMS backups from all election periods and during all election system definitions.
The county IT person also backed up the EMS prior to our arrival to ensure that we had no
impact on the system configuration or data.

7 Computer Hardware
On the Server machine all data files are retained for all elections the system is utilized for.

The tabulation machines, EMS workstation and adjudication workstation contain the current,
2020 General Election, data. On these machines the previous election files are overwritten
when the next election’s preparations are installed.

All systems were Dell OptiPlex workstations running Microsoft Windows 10 workstation. These
workstations are listed as part of the system components on the PA DOS website and in the
certification reports for the system.

The ICC workstations had Cannon scanners attached as suggested in the Commonwealth’s
certification documents.

7.1 Disk Drives

None of the internal disk drives for any of the systems were encrypted. This would allow a
malicious actor to remove the disk drive from the system and read the files on an external
system, if they were able to gain physical access to the system.
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8 Computer Operating System (OS)

The Dominion Election Management System application runs on the Microsoft Windows
Operating System (OS). The Fulton County machines had version 10 of the operating system
installed. '

As a security best practice the OS should be reduced to remove extraneous applications that
are not needed for the operation of the voting system. This includes applications like MS Office
stubs / Get Office, Calendar, Mail, News, Microsoft Solitaire Collection, Games, Xbox, Store, 3D
Builder, Alarms and Clock, Calculator, Camera, Contact Support, Cortana, Skype, Get Started,
Groove Music, Maps, MS Edge, Money, Movies & TV, OneNote, Phone Companion, People,
Photos, Sports, Voice Recorder, Weather and any extra OEM hardware applications.

The Fulton County systems did not have these applications removed. The Democracy Suite was
“certified” by the State of Pennsylvania with these applications and as such had to be installed
with these extraneous applications.

8.1 Other Required Microsoft and Third-Party Products

The certification report list fifty-two (52) Microsoft and other third-party products required to
run the election management system. All of the listed products had been installed as of the
date of our examination.

Since this was not a technology forensic examination of the system, we did not go into the
details of whether they were changed since installation or whether they were the correct
versions as listed in the certification report.

The one major area of concern with installed software is that Dominion has installed the
Microsoft SQL Server Data Tools (SSDT) on the server. This software is not part of the EAC
certified configuration and makes the system certification invalid.

There is no valid reason for Microsoft SQL Server Data Tools (SSDT) to be installed on the EMS.
This software toolbox allows any user with access to change and manipulate the EMS databases
without logging (recording) to the Database, EMS or OS logfiles.

Dominion has installed this toolbox on all installations of their software that we have inspected.

8.2 Patches

The operating systems (OS) were checked to ensure that modules were up to date on security
patches and fixes, to review the date that the patches were installed, and to ensure that no
malware was present on the machines used by the voting system.

Patches were NOT up to date; they had been installed over a year before the election. The
reason for this is because the Election Management System Certification Process does not allow
any changes to the EMS once it has been certified without complete recertification and that
includes changes to the operating system. This makes the Operating System vulnerable to
cyber-attack if it is attached to the Internet.
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There are multiple ways that the Windows Workstation Operating System can be updated. The
first is a direct connection to Microsoft via the Windows Update Manager in settings, which
requires an Internet connection. The second approach is through Windows Server Update
Services (WSUS). The third approach is via System Center Configuration Manager SCCM. The
fourth approach is through a manual process of going to the Microsoft Windows website and
downloading the patch manually. Error logs and file dates show that none of these approaches
were used on any of the operating systems that the EMS resides on.

8.3 MS Defender Anti-Virus

The Microsoft Defender Antivirus is included with the Windows 10 OS. This application was not
configured on any of the five devices that make up the EMS. None of the five machines had
current antivirus patches.

8.4 0OS Log Files

All expected OS log files were present on all five devices running Microsoft Windows 10. They
all had entries from installation through our inspection and none showed any evidence of
tampering.

The operating system log files on the devices showed that they had never been connected to
the Internet or to any external network.

9 Extraneous (Non-EMS, Non-0S) Applications

For all computers used for a specific purpose, security best practices dictate that the machines
are used solely for that single application. In this case the EMS. No other applications should
be installed on the device unless it is required for the explicit use of the voting system.

The Fulton County systems did not have any external (non-OS or Election) applications installed
that were not utilized by the Election Management System, other than the extraneous
Microsoft software that comes with version 10 of the OS and the SQL toolbox files discussed
previously.

17 of 93 19 February 2021



Fulton C:E:u nty Pennsylvania I__i;';["lq WAK ]j
Election Assessment

10 Applicable Federal and State Laws

WAKE TSl is not a law firm, nor are we legislators, however the seeming discrepancies between
the laws laid down by the Federal Government, the Commonwealth of Pennsylvania and what
is done by the EMS vendor does not seem to be in synch.

So far we have discussed discrepancies in training, provisioning of Logic and Accuracy
documentation, extraneous software tools and attestation when system components are
changed or replaced.

The following is intended to provide the background about why we think these are issues that
need to be addressed by the Commonwealth and the Vendor.

10.1 Federal Statutes (HAVA)

The Help America Vote Act of 2002, or HAVA, is a United States federal law which passed and
was signed into law by President Bush on October 29, 2002.

The goals of HAVA are:

1. replace punch card and lever-based voting systems;

2. create the Election Assistance Commission to assist in the administration of federal
elections; and

3. establish minimum election administration standards.

HAVA mandates that all states and localities upgrade many aspects of their election
procedures, including their voting machines, registration processes and poll worker training,
The specifics of implementation have been left up to each state, which allows for varying
interpretations of the federal law.

10.1.1 State Funding, Planning & Reporting for HAVA

A description of the HAVA law on WIKIPEDIA describes the application approach to be taken for
States to apply for HAVA funding. We have quoted WIKIPEDIA below:

“To be eligible for federal funding, states must submit a plan describing how
payments will be used and distributed, provisions for voter education and poll worker
training, how to adopt voting system guidelines, performance measures to determine

success (including goals, timetables, responsibilities, and criteria), administrative
complaint procedures, and the committee who helped develop the state plan.

Each year the state receives federal funding they must submit a report to the Election
Assistance Commission (EAC) detailing a list of expenditures, the number of and
types of voting equipment obtained with the funds, and an analysis and description of

the activities funded.”

HAVA rules have changed many election functions from being local community responsibilities
to Statewide requirements. These include: Voter Registration codified in the 1993 National
Voter Registration Act (NVRA), Voter identification requirements, provisional ballot creation
and the HAVA law created the Election Assistance Commission (EAC).
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HAVA also provides funds for making polling places accessible to individuals with disabilities.
This includes the purchase of Ballot Marking Devices and the conversion of older buildings to
become ADA compliant.

10.2 State Statutes

WAKE TSl is discussing the statutes below since it would appear that discrepancies exist
between Pennsylvania Department of State (DOS) conduct and Federal and Commonwealth
Laws.

10.2.1 Ballot Secrecy

“The Pennsylvania Constitution mandates secrecy of the vote. Consequently, Mail-In ballots are
separated from their outer envelopes before being counted so that no one can determine how
the mail-in ballot voter votes. Pa. Const. art. VIl, § 4.” This was a statement made by the DOS in
a letter to Representative Seth Grove.

This is why in the Poll Book Section we questioned why the Department of State (DOS)
representatives looked through the Poll Book and then selected ballots for a “random” ballot
count. No one is supposed to know who voted for which candidates, but it would seem that
the DOS is aware of how constituents voted through the matching of ballot scanning order to
the Poll Bo\ok and numbered tags on the ballots.

10.2.2 HAVA discrepancy

The Commonwealth’s schedule of elections for 2021 is shown below. There is a disclaimer with
this document that any of the dates are subject to change without notice. The purpose in
showing this schedule is to indicate that the setup of the election files within the individual
elections are not considered to’be changes to the election system itself. If the election setup
was included, then the Commonwealth would not be in compliance with HAVA 90-day rules for
no changes allowed to the EMS prior to an election.

r— e ey —— o - - e —y 7 w o= . T S aTaa i =] [T
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pate - scheduledActivity . 0
16-Feb First day to circulat‘e and file nomination petitions
17-Feb HAVA 90-day cutoff for changes to EMS
9-Mar Last day to circulate and file nomination petitions
10-Mar First day to circulate and file nomination papers
16-Mar Last day to file objections to nomination petitions
24-Mar Last Day for withdrawal by candidates who filed nomination petitions 55
20-APR **Approximate Date of Election Setup to be expected by County 28
3-May Last day to REGISTER before the primary 15
11-May Last day to apply for a mail-in or civilian absentee ballot 7
18-May Last day for County Board of Elections to receive voted mail-in and civilian | 0

absentee ballots (must be received by 8:00 PM)
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18-May Municipal Primary Election
19-May First day to REGISTER after primary - 167
25-May Last Day for County Boan"d of Electio.ns to receive voted Military and overseas 161
absentee ballots (submitted for delivery no later than 11:59 PM on May 17)
2-Aug Last day to circulate and file nomination papers 92
4-Aug HAVA 90-day cutoff for changes to EMIS 90
9-Aug Last day to file objections to nomination papers 85
9-Aug Last Day for withdrawal by candidates nominated by nomination papers 85
9-Aug Last day for withdrawal by candidates nominated at the primary 85
5-Oct **Approximate Date of Election Setup to be expected by County 28
18-Oct Last day to REGISTER before the November election | 15
26-Oct Last day to apply for a mail-in or civilian absentee ballot ¥
2-Nov Last day for County Board of Elections to receive voted mail-in and civilian | 0
absentee ballots (must be received by 8:00 PM)
2-Nov Municipal Election
3-Nov First day to REGISTER after November election
O Nog Last Day for County Board of Elections to receive voted Military and overseas

absentee ballots (submitted for delivery no later than 11:59 PM on November 1)

Table 5 - **These dates are estimates based upon p'r"elvious election installations as shown by
log files on the systems. They ranged from 3 to 4 weeks before the election in all three cases.

10.2.3 Commaonwealth Election Data Retention

The list of statutes below provides the retention timeframes for election data. This list is from

the DOS website at the following link:
https://www.dos.pa.gov/VotingElections/Documents/Elections%20Division/Administration/Ele

ction%20statutory%20reference%20guide.pdf

The DOS does not provide direct access (links) to any of the statutes from their website. We
were unable to find a complete retention list from any Pennsylvania Department web site.

Data Area for Retention Statutes Months
Abscntce ballot records . | 25P.S.§31469 - 122
| Caunlv clection records (guural!v) - - _i 25P.S. 32649 - e |22
| Copies of district records retained by mmurll) |n~pt ctor == [ 25P.S. § 3065(h) b Loatl =l
| 'Federal election records retention | 42US.C.§1974 [ 22 |

Preservatwn of nomination petitions, certlﬁcates and papers | | 25P.S. § 2943 i

‘ Preservation of campaign finance reports [ 25 P.S. § 3259(4) D

Record of ballnts 1 ___ ? % __|25P.S. §2971 il
| Voter Registration Records (gcnn.&ll)) | 25 Pa. C.S. § 1405; 4 Pa, Code§ 183 12 24
| Voter Registration Records (cancelled voters) | 25 Pa.C.S. § l?(}-l(a)_ 1l

The DOS does not provide direct access {links) to any of the statutes from their website. We
were unable to find a complete retention list from any Pennsylvania Department web site via a

19 Feliruary 2021
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DUCK-DUCK-GO web search or from a Google Search. Nor did we find the election statutes
from any DOS or pavotes.gov website search. We did finally locate all record retention
timeframes for elections in the County Records Manual. This is a PDF document issued by the
County Records Committee by the Pennsylvania Historical and Museum Commission Bureau of
the State Archives Harrisburg. This is the organization assigned the responsibility for retaining
all State records.

Please see Appendix H — Pennsylvania Election Record Retention Rules for a complete list of all
election records to be retained, timeframes for retention and the supporting statute that
orders the retention.

10.3 Pennsylvania Certified EMS

“Article XI-A of the Pennsylvania Election Code, 25 P.S §§ 3031.1 et seq.,
authaorizes the use of electronic voting systems. Section 1105-A of the Election
Code, 25 P.S. § 3031.5, requires that the Secretary of the Commonwealth
(Secretary) examine all electronic voting systems used in any election in
Pennsylvania and that the Secretary make and file a report stating whether, in
his opinion, the electronic voting system can be safely used by voters and meets
all the applicable requirements of the Pennsylvania Election Code.”

The above quote is the opening paragraph from each certification report signed by the
Pennsylvania Secretary of State, or Acting Secretary of State, as was the case in January 2019
when the Election Management System used in Fulton County was certified by the
Commonwealth of Pennsylvania.

The Dominion Democracy Suite 5.5A was certified by the State of Pennsylvania Acting Secretary
of State Kathy Boockvar on January 17, 2019.

“Upon the request of Dominion Voting Systems Inc. (Dominion), the Department
of State's Bureau of Commissions, Elections and Legislation (Department)
scheduled an examination for October 15, 2018 of the Democracy Suite 5.5
voting system. The voting system presented for certification in Pennsylvania
included the Democracy Suite Election Management System (EMS) election
management software used in conjunction with the following components: 1)
ImageCast® X (ICX) Ballot Marking Device {BMD), a ballot marking device with
Commercial Off The Shelf (COTS) printer, HP Laser)et Pro Printer M402dn/HP
LaserJet Pro Printer M402dne, for printing marked ballots; 2) ImageCast Precinct
Scanner (ICP), a precinct optical scan ballot tabulator that scans, validates and
tabulates hand-marked paper ballots and ballots produced on the BMD; and 3)
ImageCast Central Station (ICC), a ballot scanning and tabulating system that can
be configured with high speed COTS scanners Canon Image Formula DR-G1130
/Canon Image Formula DR-M160- Il to tabulate bhallots in central office.

The Acting Secretary appointed SLI Global Solutions (SLI) and the Center for Civic
Design {CCD) as professional consultants to conduct the examination of
Democracy Suite 5.5.”
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Information above is quoted from the Pennsylvania certification report of the Dominion
Democracy 5.5A Suite,

Please see the entire certification report for the Dominion Democracy Suite 5.5A system at the
DOS website:
https://www.dos.pa.gov/VotingElections/Documents/Voting%20Systems/Dominion%20Democ
racy%205uite%205.5-
A/Dominion%20Democracy%205uite%20Final%20Report%20scanned%20with%20signature%:

0011819.pdf

11 Election System Certifications

The EMS has to be certified first by the Federal government and then by the State government
prior to a County being able to buy the system. This true for all States and Counties
participating in the voluntary EMS certification program in the United States.

11.1 Election Assistance Commission (EAC) Certification

The Election Assistance Commission was created by the Help America Vote Act (HAVA) and is
a voluntary program which 40 states participate in. The current guidelines are Voluntary Voting
System Guidelines Version 1.0 (VVSG 1.0), published in

All information provided in this section is from the EAC website. We left all links active so that

anyone may easily follow up in areas of interest.

The U.S. Election Assistance Commission (EAC) was established by the Help
America Vote Act of 2002 (HAVA). EAC is an independent, bipartisan commission
charged with developing guidance to meet HAVA requirements,

clearinghouse of information on election administration. EAC also accredits
testing laboratories and certifies voting systems, as well as audits the use of
HAVA funds.

Other responsibilities include maintaining the national mail voter registration
form developed in accordance with the National Voter Registration Act of 1993.

The law also established the Technical Guidelines Development Committee to
assist EAC in the development of voluntary voting system guidelines.

The four EAC commissioners are appointed by the president and confirmed by
the U.S. Senate. EAC is required to submit an annual report to Congress as well
as testify periodically about HAVA progress and related issues. The commission

and activities,

HAVA also requires that EAC provide certification, decertification, and
recertification of voting systems and the accreditation of testing laboratories,
marking the first time the federal government will be responsible for these
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activities. Under HAVA, the National Institute of Standards and Technology
(NIST) will assist the EAC with the certification program through its National
Voluntary Laboratory Accreditation Program (NVLAP), and will provide
recommendations to the EAC regarding laboratory accreditation. EAC will make
the final decision to accredit laboratories based upon the information provided
by NVLAP. Participation by states in EAC’s certification program is voluntary;
however, over 40 states currently require EAC certification, or some component
of the EAC program, for the voting systems used in their jurisdictions.
Highlighting provided by WAKE TSI.

The purpose of EAC's national voting system certification program is to
independently verify that voting systems comply with the functional capabilities,
accessibility, and security requirements necessary to ensure the integrity and
reliability of voting system operation, as established in the Voluntary Voting
System Guidelines {VVSG).

11.2 State Certification

The Dominion Democracy Suite 5.5A was certified on 01/17/2019 for the General and Primary
Elections occurring in 2019. The Secretary appointed SLI Global Solutions (SLI) and the Center
for Civic Design (CCD) as professional consultants to conduct the examination of Democracy
Suite 5.5. The certification process was approved by, and the report was approved and signed
by Acting Secretary of the Commonwealth, Kathy Bookvar.

11.2 County Implementation Attestation {IA)

As part of our review of the Dominion certifications at each of the three (3) required levels
WAKE TSI requested the completed and signed Attestation Form from the County which should
have been created with Dominion when they installed the Fulton County Systems in 2019. The
form in Appendix G is the Pennsylvania template for the IA Form, which is then followed by the
completed Dominion form.

The purpose of the Attestation is to indicate that the Vendor (Dominion) has provided the
components required that have previously been certified by the Department of State of the
Commonwealth of Pennsylvania.

The County upgraded a scanner, but a second attestation was not completed at that time.
These forms are proof that that system has been installed completely and accurately and must
be completed with each system change.

11.3.1 Components not provided

Dominion “owes” the County training manuals, training and system manuals. The Election
Commission expects that Dominion will provide those materials and training prior to the 2021
Municipal Primary which occurs in May 2021.

The Vendor has not yet provided training materials or manuals for information technology
support of the system.
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11.3.2 Dominion statement about certification

When WAKETSI first sought to review the Implementation Attestation document the Election
Commission and the Election Director could not immediately locate the IA form. Since they
could not find it in their own records the Election Commission asked Dominion for a copy of this
form. Dominion then told the County that it had not been completed because it was
“optional”. This statement does not agree with “Section IV Conditions for Certification” of the
“Dominion Democracy Final Report scanned with signature 020119.pdf” page 40 that states the
following:

“Given the results of the examination that occurred in October and December
2018 and the findings of the Examiners as set forth in their reports, the Secretary
of the Commonwealth certifies the Democracy Suite 5.5A subject to the
following conditions:”

Section IV, Item

Dominion to ensure that only the certified system configuration is installed on
purchase or anytime a system component is replaced or upgraded. |urisdictions
must as part of their user acceptance test verify the implementation to ensure
that the components, software and firmware belong to the certified system.
Jurisdictions must also perform a trusted build validation as part of the election
preparation activities and post-election canvass activities utilizing the vendor
supplied methods of validation and verification of voting system integrity. A
sample format that can be used for the attestation is added as Attachment Cto
this document.”

The use of the word MUST is a legal term that is enforceable. Fulton County had their original
Implementation Attestation completed but it would seem that they have never had a Logic and
Accuracy test documented. This is not to say whether or not the L&A testing has been
completed, but there is nothing documenting that the process was completed.

It would seem that Dominion does not retain the documentation of what work they are
completing even when that documentation is of great importance to the election integrity of
this Country.

11.3.3 lLogic & Accuracy Testing Reguirement

The L&A testing is a before and after certification that is supposed to occur within 15 days
before and within 15 days after every election. This is a technology certification to ensure that
the system is able to read the scanned document and apply the Vote correctly to the candidate
that was chosen.

Section IV Item E REQUIRES that: “All jurisdictions implementing the Democracy
Suite 5.5A need to carry out a full Logic and Accuracy test on each device
without fail and maintain evidence of Logic and Accuracy (L&A) testing in
accordance with the statutory requirements for pre-election and post-election
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testing. Jurisdictions must include audio ballots and accessible devices during
L&A testing. The Department does not recommend automated L&A testing, and
discourages the use of preprinted ballots provided by vendors. All components
being used on election day, including any Electronic Poll Books being used, must
be part of the L&A testing. Counties must ensure that the L&A test cases include
all applicable scenarios of the PA straight party method identified in Attachment
C to the Directive for electronic voting systems published by BCEL on September
11,2017.

As WAKETSI stated in the previous section no L&A testing has been documented. No
documented attestation form nor L&A can be provided from when a scanner was upgraded.
These may seem like minor issues until one understands the impacts that issues of accurate
scanning have on the election process. The positions of each candidates voting circle is
programmed into the Election Management System. If the alignment of that circle is off by a
tiny fraction of an inch the system will not be able to properly read the ballot. The ballot will
then be moved to adjudication where the Voter’s selection of candidate is open to
“interpretation” by the person or persons conducting the adjudication process.

A simple human error, or a bad actor, could cause huge issues with accurate ballot counting if it
is not caught by proper testing both before and after an election, as is required by the
Commonwealth of Pennsylvania. This problem falls not only on Dominion, but also on the
Commonwealth’s Department of State for not enforcing their own certification guidelines.

11.3.4 Dominion addition of non-certified software

Dominion has added the Microsoft SQL Server Data Tools (SSDT) to their installations. This
toolset is not an authorized portion of the system as certified by the EAC or the Commonwealth
of Pennsylvania.
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The enclosed sample ballot is from the Fulton County web site and are downloadable from the
web site in PDF format.

The watermark of “SPECIMEN"™ is removable using Adobe Acrobat or a similar tool. The only
difference between the Sample Ballots and the Regular Ballots is the machine-readable precinct
Identification on the Actual ballots is not printed on the Actual Ballots.

We provided a sample for Ayr Township Precinct as the others follow the same standards as

does this sample.

The ballots for all precincts contained the same election information for contests and candidates.

r

OFFICIAL BALLOT

FULTON COUNTY, PENNSYLVANIA
GENERAL ELECTION, NOVEMBER 3, 2020

INSTRUCTIONS TO THE VOTER

o ST

AYR TOWNSHIP

= A, M you make nmistase, ask ko o now baflal

WARNING: |f you recelv an atissnlen or maldn baflol and eeturn your voled ballol by the deadling, you may nol vala ol your poliing place pn leclon day 1]
¥ aro unsbls 1 rebun your valed sbsentss of mail-n ballo! by the gesdine, you miy oy vola & provisenal Balol ol your polling plece on alechon day,

1. TO VOTE YOU MUST COMPLETELY BLACKEN THE OVAL (@ TO THE RIGHT OF YOUR CHOICE. An oval darkanad
1o the right of any candidale indcates a vl for Bl candidate
2 To cast 3 write-In vote bar o parsen whess name ls nol on the ballod, you must darken the oval Lo the righl of (e ine
provided and prind the name in the blank space provided for (Rl purpose
3. Usa only & tack pan or marker.

e you sumandss your shoaries of maal-in ballnl and snvalops % U judge of slections lo be vilded o vola by tegatar ballo!

PRESIDENTIAL ELECTORS
(Vole for the candidates of ONE party
for President and Vice-President or

_insart the names of candidales)
Joseph R Biden

Kamala [ Harrls

Dasenoct e

Donald J Trump O
Michael R Pance
Republican

Jo Jorgensen

| Jeramy Splke Cohen
| Libertarl an

Wiile-dn

ATTORNEY GENERAL
(VOTE FOR ONE)

Josh Shapiro

Democralic

Heather Heidelbaugh

Rapublican

| Daniel Wassmer o @)
Libertatan
Richard L Weiss

Green Parly

Welte-In ()

~—| Graen Party

[ AUDITOR GENERAL
| {VOTE FOR ONE)

Nina Ahmad
Democratic

| Timothy DeFoor
| Reputlican

Libertarian

| Otivia Faison

| Groen Parly

Wiltedn

STATE TREASURER
{VOTE FOR ONE)

Joe Torsella
Damoor adic

Stacy L Garrity a
Republican

Joe Soloski
Liberlarian

Timothy Runkle

Wirile-kn

REPRESENTATIVE IN CONGRESS

13th Districl
(VOTE FOR ONE)

Todd Rowley
samactalle

John J oyce
Rapublican

Wiite-in

REPRESENTATIVE IN THE
GENERAL ASSEMBLY
T8th District
(VOTE FOR ONE}

Jesse Toppar
Republican

Wideln

of the Board of

Fulion County, Pennsylvania
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13 Appendix B — Ballot Scanning Log

1CC # 2, Ballot Scanning Log

Oy Ml ED PR

Batch # Municipality
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14 Appendix C — Ballot Tally & Tracking Template

This is the template used for tracking paper ballots and the paper for the BMD devices which is
distributed to each Precinct and then returned to the County offices after the election was
completed.

Exact counts are kept ensuring that no paper for the BMD or printed election ballots are
unaccounted for,

GENERAL RETURNS OF YOTES CAST ~

[ TALLY FOR PAPER BALLOTS PROVIDED ' I

[ e comninng .ﬂ_"_l.*;h;_'_-‘rl',u'-_*.n-!t.'.l

1 Nornbar of BALLOTS swtavwed brom the Comniy | P [No B )
FOTAL RALLOTY urw e vy * |
TALLY FOR®
|
i X MACHIME BALLOTS ORLY-
|
2 . Totad veted {USED) babons (NG s tudog Sainked & Provianssy v .
l o408 VOTID RALLOTY \
N of Lpaliad AND Spathed 10X bollots ‘ i
#OF Wi LD SALDTY *
» Harmber 0f Batud ) wned o0 Prowtaional Batony " .
TOTAL 8 OF WX BALLOTY PRINTED -
“ W of Caey, Unovted (UNIW D) halods - (LY ] . Ll |
Vo o L . |
L ——— SE— e—

| NOW: Add inet v, 4, g, aad w = This should TQUAL #1
| TOTAL BALLOTY

FTAVIMMNT Wir the £hrchon OfF wds cortify LA wor Adve fidirmed aF procoduten o ded by iow sad faw eociosed N pecifed e | . TO 8L COMPLETID AT COUNTY ll.l(.!l;‘.‘ﬂ.oﬂ?ﬂ!‘ ‘
«
o the cori tan hekt T T vm ol Barugh”
e S L LT T T — Tow o ABSENTLE BALLOTSS
| ¢
K 1 Nerte of Almanten Balits »
PLLAME B30 ALL COPHY {000 e tomarind; T 1t
botlge of Dertions _ : - Mgty besperiny
| |
1w
| iy aparier = — TOTAL NUBASIR OF vOTERY:

GENERAL RETURNS OF VOTES CAST - _ — =]
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15 Appendix D — Security Tag Tracking Template

This template is utilized when security tags are removed and then replaced from the ballot
carts, BMD devices or supply carts.

ELECTION BOXES TAG CONFIRMATION REPORT

|  Mehine ] 0000000 HeiniweeyBagiBhe) 0 00 0200 0@ ______mm.mm.mm__'_ =
CUARLNT “DO NOT ROX IS | RAUD
L u::‘naun; oN ALMOVE' Tag mmmﬁm st o ndght Tag Ty LITIA TAG | INSLAT TAG
noneen | wmass | womedn T OWmaG | Numsts | WAL | eS| NUMBGY | INTAL |
Ayr I !
Baetlast | |
R . = o .  — = ST e e ——
Battel | |
Bruih Creek | . :
(tpn I
iLmhing Creeh |
Metownne by I
Yaylor I |
Thormpon ] |
A e T s = S S S .
t t t =
Wmon ]
Vs | D O J
R — - ==, 1255 = S IS AT
wer | | | 1
arpe———————ie—— N - i
11 dors ot motch, write the correctiewl numberobowest | | -
S ond date (N1 form bo verify secunitytogeueders. | L | NS - 1 = i —
! —
r ——

RGO TV CTION SIGAATURE WHGTOR O IWCTON SNATORE | EAETON O TN SGHATIRL

| oate | | 1 [oate 1 CATE
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16 Appendix E — County General Certificate of Results

Official County report of election results signed by all required parties.

GENERAL CERTIFICATE OF RESULT

OF ALL VOTES CAST

AT THE

2020
GENERAL
ELECTION

November 3, 2020
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ounty Y EWAKE s
Election Assessment

CERTIFICATION OF COMPUTATION OF ELECTION RESULTS

Computation 1 Cover Sheet
The following s the computation of all election day baliots, prowsional ballots, miitary and averseas
batlots, and only those cwilian absentee and mail-in ballots recetved by 8.00 pm on November 3, 2020
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Election Assessment

PENNSYLVANIA
DEPARTMENT OF STATE

2020 GENERAL Elestion BALLOT CERTIFICATION

FULTON COUNTY (29)

BALLOT POMTION AND CLECTION RESILT SECTION

PART Y

TWAKE 9

Awmcsmae e 1T pom nie Fuiim

DATE : 11202020 17.4707

PAGE - 1

CFFICE POSITIONS SHALL APPEAR ON VOTING MACHINE OR PAPER BALLOY IN SAME ORDER AS LISTED

PRESIDENT OF THE UNITLD STATLS
VOTE Foft ONE

OSTRCT STATEVADE

INGERT VOTES IN DNGITS

Page 42 of 93

JOSEPH R BIDEN LEMOCRATC |
1209 BARLLY MILL ROAD

VWALMINGTON 0t 19857 1,088
VICE PAESIDENT KAMALA D HARFIS

|DORALD J TRUMP REP UL REAM

1100 SOUTH OCEAN DOULEVARD

PALM BEACH FL 33280 404
VICE PRESIDENT. MMOUAEL R PENCE

JO JORGENSEN LIBEATARAN

300 BUTLER AVENUE

GHELNALLE sC 20601 o
VICE-PRESICENT: JEREMY SPIKE COVEN

CARROLL BRAN WRITE N

1

HAAINS HOWE WIRITE AN
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Fulton County Pennsylvania r‘:,’}jWAKEm

Election Assessment AncarecTos 1T Fod 1t FuTure

DATE 14200020 1747 (0
PACE 2

2020 GENCRAL Emction DALLOT CERTIFICATION

FIA TON COUNTY (29

BALLOT POSITION AND ELECTIONRESULY SECTION  PART 1
OF FXCE POSITIONS SHALL APPTAR ON VOTING MASHINE OR PAVER BALLOT IN SEAME ORNER AS LISTED

NILRT VOTES IN DeGITS

ATTORNEY GENERAL

VOTE FOR ONE DISTRCT STATEVAQRE

JOBH SHAPIRO DEMOCRATIC B
| VSO CLOVERLY LN

JENKINTONN PA 10045 1,106
Im:am;u LIOEL BALGH . LA ICAN

| 141 WOODHAVEN DR IVE
PITTSBURGH PA 14228 6,557

DANILL WASSUFR LIBENTAHIANR
142 ROUTE 550

HOWLEY PA 1m4z8 14
FOCHARD L WELISS GRELN

107 CLD VILLAGE LANE

leg e panw PA  1B102- n
[SIPSON. §1URGILL VRITEIN
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QATE 12002020 V74707
PACGE 3

2020 GERERAL Elottion BALLOT CERTIFICATION

FULTOM COLNTY  (29)

BALLOT POSITION AND £(ECTION RESULT SECTION  PARY 1
_0‘ FICE POSITIONS SHALL APPEAR OR VOTING MAZHINE OR PAVER DALLOT IN SAME ORDER AS LISTED

HNSERT VOFES IN DKSITS
AU TOR GERERAL

VOTE FOR DNE DISTRCT STATEVADE

THINA AMAAAD LDEMOICHATIC i

Im:- kL GOWEN AVE

Bl ADFLITIA PA 19119 "1
- 1

| J

TIMGTHY DEF OOR REPUBLICAN B

I 1300 FLUIS DRVE

| ARG ALAG PA 11110 §.L06
JERNIFER MOORE LIBEN TARIAN

29 LOVERS LN

UPPER PROVIDENCE PA 19453 12

l

QLIVIA FAISON GREEN
5422 SPRUCE 51
‘ﬂu_muw rA 19120 49

|STRINGS BILLY WRITE ™
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Fulton County Pennsylvania

Election Assessment

2020 GENERAL Ewcten DALLOT CERTIFICATION

FULTON COUNTY (2

:l!-MI.OI POSITION AND ELECTION HESILT SECTION  PAAT
FIFICC POSINONS SHALL APRPUAR ON VOTING MATHINE OR PAPER BALLOT IN SAME ORDER AS LISTED

|
STATE TREASURER

\;rm[ FOR ONE

DISTRGT STATEWADE

CATC  1UVAR0 114707
PAGE 4

INSERT VOTES IN DIGITS

pl: TORSELLA
802 CREEK LANE
*LO‘URFC.MN PA

15001

CEMOGCHATIC

1.040

$TALY L GARHITY

183 GATEWAY INDUSTRIAL PARK HOAD

]
|

'ir»ms VA

1Ea10-°

REBUMR AN

JOE SCLOSKI
141 BUCKHORN kD
PO (AT IL A PA

16871

LIBERTARWN

112

TG THY RIUNKLE

15 TEACANDOD CUICLE

HLIZADE MITOWN A

l

17022

GHLEN

M

STARETON, CHRIS
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ounty Pennsy HEWAKE; s
Election Assessment

DATE - 112072020 1TAT 07
PAGE ' 5

J020 GENERAL Electon BALLOT CEMTIFICATION

FULTON COUNTY (20y

BALLOT POSITION AND ELECT!ON RESULT SECTIOMN PART
OF FICE POSITIONS SHALL APPEAR ON VO 1ING MAZHINE DR PAPER BALLOT IN SANE ORDEN AS LISTED

INSERT VOTES N DIVYS

REPRESENTATVE IN CONGRESS
YOTE FOH ONE OSTRCT 13

TCO0 ROWLLY ULMOCRATK

747 CANP FUN ROAD

| BOMUHICT PA 1s501 1,053

| N JOYCE 3 REPJBL CAr
| 108 BTONEMEDGE ROAD
[HOLLIDAYSBURG PA 16648 670

CRAHAM, JOHN R, 12 WRITE IN

|GUNNELL JAMES VRITE IN

' Page 46 of 93 19 February 2021
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Ancmionss T Fos e Furuee

Election Assessment

OATE 1v20200 1T4r 67
PAGE 6

2020 GENERAL Elochon BALLOT CERTFICATION

FULTON COUNTY (2Mn

BALLOT POSITION AND ELLCTION RESULT SECTON PART 1
OFTICE POSITIONS SHALL APPEAR ON VO NING MACHINE OR PAPER BALLOT IN SAME ORDER AS LISTED

INSERT VOTES B DIGITS
REPAESENTATIVE BN TWE GEMERAL ASSEMOLY
VOTE FOR ONE
JLSSE I0PPLH REPUBLICAMN '

NSTRICT 78

242 £ SINPSON ST
BELFORD PA 18522 ?.‘“1.{
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Fulton County Pennsylvania
Election Assessment

e

DATE 1202020 114707

PAGE 7

2020 GENERAL Eloction BALLOT CERTIFICATION

FULTON COUNTY (2%

BALLOT POSITION AND ELCCTION RESULT SLCTON PART v
USE TS PAGE 10 RECORD VOTL TOTALS AND CANCIDATE INF OINATION FOR WIRITEIN VOTES CAST
INSERT VOIE iN DWGITS

OFFICE PRESIDENT OF THE UNITED STATES DISTRICT:  Siatewae

NANE Scattorod

MODRESS,

cy: STATL F1 9
OFFICT PRESIOFNT OF THE UNITED STATES DISTRICT  Statewae

NAME Coroll, rnan

ADORESS

ciry STATE 2ip 1
orrce PRESICENT OF THE UNITED STATES DISTRICT  Statewsde

HAME Mawdins, Hawe

ADDHE 33

cImy: STATE 2, 3
FULTON COUNTY (209

BALLOT POSTON AND LLECTION RESIAT SECTION  PART IV

USE THES PAGE TO RECOAD VOTE TOTALS ANO CANDIDATE INFORMATION FOR WIITEIN VOTES CAST
WSCHT VOTE B DIGITS

OFFICE ATTCRNEY GENERAL MMETRICT.  Statewdo

NAME Lempaon Shurgil

ALORESS

CiTyY STATE Fds \

FULTON COUNTY (29)

DALLOT POSITION AND FLECTION RESULT SECTION  PART IV
USE THS PAGE 10O RECORD YOTE TOTALS AND CANDIOATE INFORMATION FOR WRITE-1N VOTES CAST
INSERT VOTE 1N DWITS

OFFICE AUDITOR GENERAL OISTRICT.  Statewmde

NAME Scatteeed

ADORESS

cny STATE Fd o 2
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DATE : 11202020 17 47.07
PAGE '8

2020 GENERAL Ewction BALLOT CERTIFICATION

FULTON COUNTY (26

BALLOT POSITION AND ELECT:ON RESULT SECTION  PART IV
USE TS PAGE 10 RECORD YOTE TOTALS AND CANG DATE I QRIATION F O VAITE # VOTES CAST
INSERT VOTE 8 DIGITS

OFFICL AUCHTOR GEMNE AL DISTRICT  Sisteeacks

NAME Strievge, Diry

ADUHLSS

CITY STATE il |

FULTON COUNTY  {29)

BALLOT POSITION AND ELECTXON RESULT SECTION  PART v
USE TS PAGE 10 RECORD VOIE TOTALS AND CANDIDATE INFORMATION F OR WRITE-IN VOTES CAST
INSERT VOTE INDIGITS

OFFICE STATE TREASURER DISTRICT  Stlewide

NAME Staploton. Chm

ADIDNESS

ciry STATE 2IP 1

FULTON COUNTY (%)

BALLOT POSITION AND ELECTION RESLLT SECTION  PART IV
USE THIS PAGE 10 RECORD VOTE TOTALS AND CANDOATE tHFORMATION ¥ OH WRITE - VOTES CAST
INSERT VOTE IN (GITS

OFFICE: REPRESFNTATIVE IN CONGRFSS ISTRICT 130 Congretsonal
Dialret

NAME Scativred

ADORESS

cIry: STATE nn 1

OFFICE REPRESEMIATIVE IN CONGRLSS DISTRICT 1 3h Congessans
Dmitrt

MASE Casram_ Jetn R I

AURESS

cry. STAIE rd I

OFFICE REPAESLNTATIVE IN CONGRESS DISTRICT. VI Congressanal
Dustract

NAME: Gunred. James

ADORESS

CITY; STATE ne 1
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DATE - 10202020 1T47.07
PAGE 9

2000 GENERAL Elcton BALLOT CERTIFICATION

FULTON COUNTY (204

BALLOT POSITION AND ELLGTON RESULT SECTION  PANT IV

USH THHS PAGE 1O RECORD VOTE TOTALS ANO CAND'DATE 99 OFRMATION FOR WIRHTE-N VOTES CAST
INSERT VOTE IN DIITS

FrICE REPRESEMTATIVE IN THE GENERAL ASSTIAMLY DISTRICT.  780h Legisiatwe
Disdres
NAME Scatarod
ADDRESS
Ty STATE e v 63
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PAGE 1D

7020 GENERAL Elezton BALLOT CERTIFICATION
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DAVE - 1172202020 174707
PAGE 11

7020 GENERAL Elocton BALLOT CERTIFICATION

OFFICE OF THE COUNTY BOMID OF FILFCTIONS
CERTIF ICATION AFFIDAVIT

COMMONWEAL TH OF FENNSYLVANIA
FULTON COUNTY (20)

-
/

COJNTYO"_*:!-_IL:_ TN _N( L{.__Lt-llal",t{l’-- pa_ {232

WE HEREDY CPRYIFY THAT THESE || PAGES AKE THE OFFICIAL RE TURNS AS THEY APPEAR ON RECORD OF
THE VOTES CAST AT THE GENLCRAL FLUEC DON v LU 17002000

INVATHLSS WHEREOL Ve PAVE HLREUNTO SET O ANGS AND SEML OF OFFICE THIS

£ oaver_ J.\l:’.*_\_’ful}_h:r'_ R (0 {28

n#t.‘ ‘(LZJY)A ;
SEAL [ £ h»r//u .(11-‘(f /

‘_“ '}L&‘iai & ‘J ff/\,'.ldr v

(= F M”Y DOARD OF ELECTIONS

M’HS'

\—ﬁgpa Luj?&# [ [y

cenx
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Election Summary Report

General Election
Fulton County
November 03, 2020

%WAI(ETS!

AncHimconins 1T sos e Fuiims

Summary for: All Contests, All Districts, All Tabulators, All Counting Groups

Frecects Meponted, 13 of 13 (10000%)
Fegintered Voters 5,034 of $429 (B1.74%)
Esliots Cast: 3,034

Presidential Electors (Vote for 1)

Frecswts Reponed 13 of 1) (100 00%)

Hecton Day Mydobn Abcentee  Provsonal
Tornees Cant (1] 1206 Q (¥4
Canddate Party Hlecton Day Bb-tr Absentee  Provisoral
baeph R Biden / Kamala D DM Wt 11 o 10
Harri
Donald | Tremp ) Mghael B nP 4011 e o 114
Feace
13 Jevgensen ) leremy Sphe us % " 0 1
Lobwn
Total Vites 6AS 1256 o 126
EHecton Day ke Iy Atventee Prowsonad
Hamee Hamhon WRITE-N : Q 0
Raryy Weit WRITE. 1 0 a o
Frusn Caivond WRITE - 0 ] o
Crrhoys Powed] WaUTE-N ] 2 o o
betague WRITEIN 1 0 0 .}
Willse Nehen WRITEN i 0 0 0
Machard R Pence WL a 3 0 o
Bermve Sanden, WRITL-IN 0 2 2 0
Wrerohved Write-In ) 0 4] 0
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Towl
BOM /2879 B17AN

Total

1.08%

LX)

68
4%

Total

[ - T I -
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Fulton County Pennsylvania

Election Assessment

Attorney General (Vote for 1)
Precingts Reported 15 of 15 1100 00%)

Tornag Cagt

Candhidate

Joh Shagen

Heather Hadeibaugh
(laree! Watirray
Hehard 1 Wein

Toral Votes

Fidna M Stest
Sourgll Sovgon

Uinevsoived VWnte In

Pary
(&40
(1
1
CAN

WRITE N
WaRIT AN

Hiection Dy
(A2 1]

Uection Dy
1101

L% H)

&

be. )

6495

Bloctmon Oay
(¥
1
1

Auditor General (Vote for 1)
Provacns Bepovied: 13 of 13 {100 00%)

Times (st

Candddate

Hvra Albenand
Tumaithny Defooe
Jeendes Moore
Chvia Tassen

Tatal Votes

Tida 4 Strant

Arvjie Dncbein

iy Seregn
Urvesobved Wote-in

Party

age
e
GARN

WRITE N
WRITE N
WRITEN

flection Day
6641
Uecton Day
AT9

5796

10

1

64%)

Hlectan Day

State Treasurer (Vote for 1)

Precandts Haparted 10 of V3 (100 00%)

T Ot

Candsdate

Joe Tonetly
My L Ganrey
Jow Scharki
Timethy Runide
Total Votes

Chin Stagdeton
Unresohved Wiiten

Party

DiM
ReP
e

WRITL-™

llection Doy

G0

ecisn Doy
L3

4768

9%

n

6450
Uecron Duy
[

0

Maik in Abvenlee
Lide o
ealn Absenles
434 0
{7 0
5 0

L ] L ]
1,184 0
Madin Abrentee
o 0

o &

2 2

Maddn Atrenteo
V2 0
Malin Abseniee
Al b
3 o

13 o

14 0
1,106 0
Maildn Absenteo
o a

L e

LY 0

e [
Madl-in MNrientee
L 2.7 o
Sl s Abnealee
Are 0
(2] L

H ]

0 )
1,180 o
Myl-in Alnentee
U] o

e 0
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Prossonal
2

Prosiuonal

126

Frovvonal
U]
o
o

Prosatonal

S © o o

Movional

127

Proanionel
13

os

2

J

124

Prosavional

HIWAKE; s

I Arvnccnms IT roa mie Furume

Towl
B0 9829 811N

Total
1104
(R34

1"

3
b 117
Totad

)
t

Touwl
ROM /9829 BITEN

Total
$1r
6,55
1719
4
1104

Toul

Tod
BOM /G589 B 4%

Tosd
1040
5357
22
Al
L 1

Tots
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Election Assessment

Representative in Congress 13th Congressional District (Vote for 1)

Precinits Reported 13 of 13 (100 00%)

Clection Day
Temmves Cast 6681
Coanificlate Party Ehexron Day
“odd Rowley L 574
KN Ko RLw 4945
Torad Vodey &%

tlecron Doy
ok R G abvaen 1N WRITE 1% 1
Jpriey Gurmiedl WHRITE 1N 1
Coxdy Richards, WRITEY |
Ureesobeed Wete In 0

Skin Alrentes

VA% o
Maid-in Abwraice
453 o
118 o
102 [
Sapddn Abientre
o v

0 0

0 0

o 0

Proavonal

127

Proseiaonal
L

e ]

127
Prowsonl
]

0

[%WAKETSI

Totsl
RO /080

Amssniciies 1T pou e Furose

pt P B O S Y

8174%

Representative in the General Assembly 78th Legislative District (Vote for 1)

Frecinets Repuortest 13 of £ (100 00%)

Clecton Day
Turet Gt L L
Carchdate Party Lhectom Dy
Sesiv Topper Riy (9417
Tosal Vo L

Decton Day
Juity Ward WRITL N |
Jack Mendrchs WRITE N 1
Gany L Shaves WRITEN '
Curald & Strsn WRITE ?
ioha Dyltey WRITE-N 2
Chidra Cunshal WRITE N ]
Chardes Glenn WRITE (N 1
Dby Bowguinm WRITE 1M Ll
Tem Likman WRITCAN !
Chelyes Domay WRITE-IN 1
Lindsay Gomiban WRITE 1
Dk Newrran WRITE N 1
Crusnn Mounty WRITE N )
tran Dunher WRITEIN 1
Eruty Beuy WRITE N 1
Rotwect Smadiey WRITE-IN 1
Anthatry Strat WRITEAN |
Jeba L Ranker WHITE N 3
Chartes My il WRITE N 1
Mke Tyion WIITE IN 1
Hilsry Chnbon WRITEIN 1
Cheistine § Shrlley WRITE N 1
adgh Deyle WM 1
Qran Birgeramith WHRITEN 1

Malin Absantes
L% o
Mad-in Aprentee
92 ]
946 0
Waldn Aty
o Q

0 a

g Q

0 9

[+] a

(4] )

0 e

o 0

) 0

J 0

1] 0

J ¢

2 e

n L]

] ¢

0 °

0 0

o 0

o 0

o 14

L] 0

@ 0

2 0

2 0

Page 55 of 93

Proesanad
127

Provivonal
1%
194

Provesres

e o o

o o C O 00 5 O

e e € 0O 9O 9O 00 o0 O o

Toral
BOM 9823

Towl
7001

1124

Towd

B 7an
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Election Assessment S

Pagw S0t 4 VL0 10T AM
flecton Day Mad-in Abenter Provsongd Torl
Jwme R Harvey WRITL-IN 1 ] 0 ° i
Sotl Rabeon WRITH N 1 0 0 0 f
Dulene Joy Dayher WRITE ] i 4] 0 ,
Jateph R Gaten WRITL- N 0 1 0 ]
bobny Wayre WRITEN 9 ' ¢ 0 |
Logas Dean Wt as Q ' g 0
Asihony Fasch WRITE N 0 | o 0 |
Db Baughman WRITE N 1+ 1 0 O 1
Gary Dot WRITL 1N 0 i 0 (! 1
Pacda Shwery WRIEIN ] 1 0 0 1
Ben Ry WRITLN ] \ 0 o {
Jo Jorgersen WRITE:IN ] 1 0 0 1
Sam Do o WIITL N 9 1 0 o 1
Karer L Emimonrn WRIE-IN 0 1 ] N 1
Armmanda Menynar WRITE-N v} | ] (1] 1
e s Swrger WRITE-IN 0 | '] o 1
Deborah Rasghmoan WRITEGN 0 4 o 0 b
G Pech WRITE N 0 1 9 e 1
Aovey Conner WRITEN ] 1 0 ] \
Yarys West WRITE N ) i 0 [ 1
Jee Erwn VAITE - 0 2 9 ¢ &
Bruce True WRITE-IN ] 2 2 0 P
Tood Motlner WRITEIN 0 1 0 ¢ '
Mack Polii WUITL-IN 0 1 ¢ 0 1
Rorab) L Duvin WRITE 1N 9 1 0 0 |
bty Drarwns WITE I L] 1 1] o |
Jantt Daz WRITL N 0 i '] o 1
Tasdire Fos WRITE-IN 0 1 0 3 ) )
Sanden WRITE N ¢ ) 0 | '
Wnveiohond White in 0 1] L+ o 0
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CERTIFICATION OF COMPUTATION OF ELECTION RESULTS

Computation 2 Cover Sheet
The following is the computation of ballots received by mail between November 4, 2020 and November
6, 2020 that were postmarked on or befare Kovember 3, 2020
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Election Summary Report

General Election
Fulton County
November 03, 2020

Summary for: All Contests, All Districts, post-election-day mail-in, post-election-day
absentee, All Counting Groups

Precers s Reporied 0 of 1] @00%
Regpstend Volers 11 of BE2540 11%)
Ballals Cast 1)

Presidential Electors (Vote for 1)
Parcingiy Teportea O of 13 @ 00%)

Aal
oves Cant AFER ¥1 ] NYis
Canthidpte Party Fotal
Josepn K lden § Civaly 2 T l
“ar
'.:Ir‘:-_'. Feurmygs f Wod haed & ntr l
:'_‘v.::l troueth J Jgreriny Sdie v i
Toral vores 1"

stal
Howee Hawbn WIITE 1N o
Karmpe Wit WRiTE-IN ¢
€ b Povacrd WRITT-IN \ 0
Berage) wiliti .M 0
W e Melyon WRTLIN
Minael B Perge WRITL N ¢
Brone Samgben WRITEIN ]
Goan Caniind WIRITE
Unresolved Write By o \
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Attorney General (Vote for 1)

Precincis Reportea D of 13 0 00%)

Fovves Cot

Canciiikate

wnh Wopio
slpaher Heado bavgh
Janel Wasunge
Qahowd L Wiy

folal Vet

Srurp® Sengao
foma b S

Warrioheed Wintes'n

Fulton County Pennsylvania
Election Assessment

WETE N

WHITE AN

Auditor General (Vote for 1)

Preng i Régeorted O of 11 (000%)

Taws Oy

Candidate

Moova Ao
Tavattry Dl oucn
Jorrdes Moo e
v 2 F o

Tetal Votes

Ange Lanobsle
By Stovvws
Ermg M S

Untegolerdl Write n

State Treasurer (Vote for

Precane iy Reéponied O o 11 (00K

Tamey it

Cantidate

o Torady
Sracy L Garnty
Jowe Sologh
Famathy Runkle

Tots Vobes

Crene Supleton

Warevadved Weitedn

Paity

M
e
L

GHM

WHITEIN
WETEIN

wWhITL IN

Party
DEM
(P
e
GRN

VWRITE-IM

)

Totd

11/98 ons

Taotal
]

1Hrees | 0%

Toesd
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bl d Al R L]

Representative in Congress 13th Congressional District (Vote for 1)

Preeancls Repowted 0 of 12 OO0

Tetal
Tores Cav 1179409 GRS
Canchdate Parry Towal
Tedd Rowley DI 2
1ohn joyee afe s
Totd Vores L[]

Total
ot & Gaatam 8 WRITE W 0
Janvary G ) WRITEIN L
Coady Rahandy WRITE [

WRITL 0

U esodond Write 4o )
Representative in the Gendral Asscmlily 78th Legislative District (Vote for 1)
Pritinet Tepanied 0 ol 13 10.20%)

Toad
Tenes Cant "I ens
Cancddate Paty Tors
e Topper REP
Totst Voo

Tets
oy Wand WAL =
Judy Dans WRITL- 14 o
Saradeny WRITE-IN 0
Jormt Dt WRITE-IN
Ao Meana WRITE N 0
Jut Mgndiiih WRITE-IN 0
Dcik Newman WRITE N [+
Acbert Smatley WRITE N o
Chrigtiese F Shobioy WRITE-IN o
ioseph R Bajen WRITE -ty ]
oo Woypne WRITE N 0
Ralph Dople WAL o
Anthionyg Srat 'WRITE-IN 4
Chanin NMouris Wi -iN 0
Gary L $hves WRITE-IN 0
Sepbame Ywiigss WARITE-IN ]
Nadne fox WRITE-IN o
Lebovan Brughran WRITE-N 0

WUITE N 0

Charinny Cutyhal WRITE-IY o
frein Dbt WRITE-N -
Joma L Rk WRITE- 0
Daver Brgraramth WHITE WY 0
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Pope 4014

Legan Oean
Asthorry Fax
Eruily Best
Crudes Myers i
Chates Glenn
Jothin Dfley

Greg Peck

Ay (¢

Dt Baughiman
delva Rorwipatein

Mie Tyaon

Teoon Kakman

Gy Dacher

Linya Weit

o ]

Ziuls Shives

C hetie 3 Doraery

rtiary Chnlin

T U Voriey

ot abon
oy GornDan

Ran Sy

Bryuce Trup

Teudd Hallnes

Jo Jorgeviyen

$arm Do rew

Wayrs Pelbvg

Fulton County Pennsylvania

WRITE-IN
WHRITE-IN
WIITE - IN
WHTE-IN
WHRITL-IN
WRETE- I
WRITC-IN
WRITE-IN
WRITE-IN
WHITE N
WRITE-IN
WRITE-IN
WHRITE-IN
WRITE N
WRITE-IN
WIHITE-IN
WRITL-IN
WHITE-IN
WRITEIN
WHITE AN
WRITE-IN
WHITE-IN
WRITE-IN
WRITE IN
WHRITE-IN
WRITLIN
WRITE-IN
WEITE-IN

Election Assessment
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Fulton County Pennsylvania rH"\l WAKE s
- I .‘] .Rm.m‘uumc:lTrm it Fuuse
Election Assessment
CERTIFICATION OF COMPUTATION OF ELECTION RESULTS

Computation 3
The follawipg 15 the compatation of ballots received by mail between Novembir 4, 2020 and November
b, 2020 that did not bBear o postmark

.-’\J/J' t

Page 62 of 93 19 February 2021



-

Fulton County Pennsylvania |7
; |
Election Assessment

IWAKE s
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CERTIFICATION OF COMPUTATION OF ELECTION RESULTS

Computation 4

The following s the computation of ballols received by mail between November 4, 2020 and November

6, 2020 where the pastmark was dleg.ble \J/
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Fulton C?unty Pennsylvania I TLWAI(ETSI
Election Assessment

2020 General Election
November 3, 2020

Fulton County, Pennsylvania
CERTIFICATION OF COMPUTATION OF ELECTION RESULTS

Wae the undersigned, Clerks appointed 1o compute the votes cast at the General Election aforesaid, do
hereby certify that the within statement is a correct computation of the votes returned as cast for
federal and state offices in the several Election Districts of the County at the General Election held on
the 3rd day of November 2020,

ATTESTED: (to be signed by all the Clerks)
Siga M 4 _.[,-,,‘

—_—— ——Ri S

_____ L Y B

Director of Elections

1l
SIGNED this ‘ (i  day of November, 2020

A County Board of Elections of

—r - - — - - [County) County, Pennsylvania
il g B! At
v

FINAL CERTIFICATION

And now, five days alter the completion ol the within computation of yotes, no petition for a recount or
recanvass having been filed in accardance with the provisions of the Elections code, or in case of
petition, the revision directed by the Court of Commaon Pleas having been made, we certify the within
return of votes cast as beling true and correct.

SIGNED this J\?}‘L{ day ol November, 2020

/L Xy 2 LA /7 County Board of Elections of
"“‘{’ ‘“ﬂk / / ‘/( (County] County, Pennsylvania

-Auka .{jl iy
J
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Election Assessment AR e

17 Appendix F - BMD Ballot Printout

The picture below is of a ballot printed from one of Belfast Township Precinct BMD devices.
The printed ballot meets all requirements of both the HAVA and Commonwealth statutes.

The only possible concern is that the scanner / tabulator reads the machine readable QR code
not the human readable printing.
As long as the BMD is programmed correctly this should not be of concern.

OFFICIAL BALLOT

FULTON COUN
GENERAL ELECTION,

TY, PENNSYLVANIA
NOVEMBER 3, 2020

Page 65 of 93 19 February 2021
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Election Assessment

18 Appendix G — County Implementation Attestation Form

This is the form which signifies that the County received all components of the Election
Management System from the vendor Dominion when the EMS was installed.

The first three pages are the State’s form which was not used and the following sixteen pages
are the form that Dominion utilized.
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Fulton County Pennsylvania
Election Assessment

/|

pennsylvania

DEPARTMENT OF STATE

Voting System Implementation Attestation

Systern Name:

[ R%WAKETSI

Ancamrnims IT sos s Furuee

County:

Date Installed/Upgraded:

The below hardware/software was instolled and verified on the system implemented:

System Component Software or Hardwara Version Model Comments
Firmware
Version (Please specily the
i bementation detmls,
single device
(deskiopdaptop),
Clientserver/ as npplicible |
EMS Eleclion Event Designer [5.5.12.1
{EED)
[EMS Results Tally and B.5.12.1
Reporting (R1R) | .
EMS Application Server B.5.12.1
EMS File System Service (FSS)6.5.12.1
EMS Audio Studio (AS) b.5.12.1
EMS Data Center Manager p.5.12.1
DCM)
EMS Election Data Translatorp.5.12.1
EDT)
ImageCast Voter Activation [.5.12.1
(ICVA)
EMS AdJudication 5.5.8.1

Page 67 of 93
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Fulton C?unty Pennsylvania ILI Wf\ml'gETs:
Election Assessment

[EMS Ad|udication Service 5.5.8.1

Bmart Card Helper Service  [(.5.12.1

5.5.3-0002
mageCast Precinct

[.5.3.0002
mageCast Central

b.5.30
mageCast X

Further to the key hardware/software components listed above, any of the COTS software and

Page |2
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Fulton County Pennsylvania I
Uy Y HIWAKE s
Election Assessment

ancillary components like switches, ballot boxes, charging carts sold on this controct are EAC
certified components of the Dominion Democracy Suite 5.5A electronic voting system. (Attach o
list of items sold on this controct.}

Dominion hos validated that the systems have been installed and hardened following the EAC
certified system hardening instructions and no software other than the voting system software

has been installed on any of the components.

Vendor Representative Signature:

Vendor Representative Name: Title:

Telephone: Email:

County Representative Signature:

County Representative Name: Title:
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ElectiOn Assessment Arcimic s 1T row e Futune

"‘ ImugeCast X Classic Series Acceplance Test Checklist - lm:ahrlng]
DOMI r_‘#:g{l\l
—
%;,P 5591 IFWI Version (B10S); BCX18 BIOS V201
ImogeCas! Setlal Number; | Q |1 €] B% Firmware Version (Build Number): BCX18 V0.0,78
[ Stop [ Stagie 1 Detalls [Fass[Falll Comments /Issues
Inspection Stage
[ 7 Lasure that thare is no physicol domage 1o Ihe louch screen. ond loblst i
5 Ispection Enture the Smarl Cord reader s securely infacl, Pug the BMD laser prinfar ‘/
10 the ICX unit. Piug in an ATl to the ICK unit.

Power Up and System Status Verificatlon (with Test Election USB Sticks)

Ingerl Test Election & ICX cpplicafion copied on o USEB Memory Stick Into J
the 1ops USB doi,

Cennect the power cord ‘o the table! and furn on tha unil, Press on
System Power Up | Setlings” -> "About Toblet",

Write & confitm fhe iFWl Version (Bi0s) herer 5.1, g'er‘ ©

Write & confinn the 8ulld Number (Firmware) here: S-sr_ ‘Q_'}D

e, ¥~

Presss on “Seltings -> " Dole & Time™ and verify canecl local dute and time is

displayed, Adius! it necasory,

Instaliation of  |Press "O1 File Monoger” on the raainséreen and progeed 1o inslet the 1CX
Appleation  [opplication,

: Daote and Time:

‘]i.“'\

Functional Testing

Press “ImagaCast X7 and Inser! o Techrician cae mto the Smaort Corg
Keader B ==
Al the dop cBok on loaad Setfings”. Selec!
fn L -Op
——  Tesl Boclitw — =

: iy o " lisen o amd wortker cand GO seect flie B0 tanuialer under the Seiact

0 Appioation

leblator pol cdewn rmend

Eruer e Pubip T i

1 ot and (hen itk

14 Chnck tho top nghl comer Thal there is o charging 5:.'rnt:n| fd the porwar

Bolfery Sfatus  Unplug the power cord rom tho KOX. The ICX shoold stay en and the
Verhicalion ct mrqmu symbol should disnppeor, -
Rp-p g Ihe power cord bock into e 1K The rr‘nrn ng s;-rnuol shouieh

]
'|
SUSERNSE SN N

) freoppeor
i Insert @ Voter Card and begin the slandard voting session and compiate
1 the session by printing off the ballo!
inspec! the printed balot ong compare with dasired voles
Test Election (5001 5 Poil Worker Card
Results <
& Verficaton Enabie AVS Controller and Ihen remove the Poll Werker Cord
insert @ Veter Card and begin the AVS voling session
Inspect the piinted baliot and compara wilth desired volas /
¥ finsert @ Pall Worker Card ond Close 1he Fols 7
I T From Poll Workar Manw, sslccl Re-1eto”, 1o Ra-leto Iho resulls, enter fhe /
= e-Iato Results
posyword providled, .
5 Power down ha ICK thiough the Poll Warker Meru uting the 'Power Down' I/
S butlon.
% PowarDown & |Onca the ICY s complalely powared down, remove the USB Mamary Stick
) Sigratutes  [from 1he iCX )
73 Sign and dale his compleied checklish, '/

Daninion Yoling Systems kep Name und Inffials: | g.«ad_b_a‘lm__ 2 Date: _ Sf Q_g.[_l.[}__.

Page 70 of 93 19 February 2021



Fulton County Pennsylvania

R
Eﬂgiﬁm 1
FAVORITE PAST PRESIDENT

Vata for George Washington/john
Actame (Fetd)

FAVORITE SPORTS TEAM
UNDER_VOTE_BY 2
Vate lor Philadelphia Eagles
ALL-TIME FAVORITE TALK SHOW
Vt= for Johnny Carson

FAVORITE AUTHOR
vote for Carl Sanburg

FAVCRITE MUSICIAN
Vote for Kid Rock

FAVORITE ART IST
Vote for Leonards da Vinci

FAVORITE COLLEGE OR UNIVERSITY
Vote for Michigan State

STATE GASOLINE TAX
Vote for Yes

COUNTY PARK COMMISSION PROPOSAL
Vote tor Yes

Election Assessment

OFFICIAL BALLOT
General Election

Tuesday, November 3, 2020
Anywhere County

i
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WAKETSI

Anciiind e 1T soun e Furme

=

DOMINION

VOTING

ImageCos! Serdal Number: _‘B_MDSﬁ-ﬁ

ImageCast™ X Classic Serles Acceplance Tesl Checklist - Recelving

P HESDBO3

Flrmwaore Verslon (Build Number): BCX18 V0.0.98

IFW1 Version (BIOS): BCX18 BIOS V201

Step | §ligg | Calalls |Pass|Fall] Comments [ Issues
Ir tion S{ggg Fa

1

Ernure that thess s no physicol domaoge 1o the touch screen, and lanist

=~

5 Inipection  |Ensura lhe Smard Card reader is securély intact. Flug the BMD laser printer
To tha ICX unlt. Fug in on AT la the ICX unit, -
Power Up and System Status Verification {with Test Election USB Sticks
5 Insart Tes! Eleclion & ICX opolicalion copied on a USE Memary Stick infa
the fop USE stol,
i Cannscl the powaer cord 1o the tablst and urn on the unit, Press on “»’(
System Powar Up | "Sellings -> "Abnui Tablet,
L
Wilte: & confirm the Fw Version (8103 here: 5.1 ,ARM b, J,
: Wiite & confirm the Build Numter [Firmveare) hure: 5., 5‘\Q ,30 7
N Dote nnd Time }‘(m& on “Setings -> " Dale & Time" and vedfy comract md—.’_ﬂﬁ ond fime [ /
dispioynd, Adus! It neceisany, =
: Installialion of  |[Fress “Oi Fila Manager on the main screen and proceed fo install the 10X /
' Aoplcation  |apphication.
Functional Testing 74
p Praas “inageCan) X and Inter a Tachnlcian card into the §maorl Card /
Reader . | il
b= Al ine lop ciick on ‘lcxu;!'ﬁ;':m.n‘. Select the election doa and Ihen cick 7
L__ Teil Bection bl 4 - o - - :
19 Application Irset o polt worker cand and sefect the BM3S lobulator under the Salaat \/
_I_-"}_l_\ly!r.i.'o.' I}'I"III]?"-'.Fl_I‘I'Hff"J - — J— |
| E 16 Pullic Counter™ it zaid) '/ .
iz | Cyen he Poll_ - = - _,/_.__ﬂ
—a — Uz bt Da teew wlarre 'FI'.:I-"#]I_'_T."-iq_!.(_f.'._s_l‘,l'"'!','JI = B J 1 o .
14 Check the lop nght comer thal there s g ehoging symbc o he poser \/
‘% Battary Stalus Tng_wu ]J_{;WE:[ cord from the (CX, The 12X should sla;::;_u;;'-rJ tre ,/
) Vedrification  |charging symbol should dissppear. / Sl ]
h_,'* E’éplug the pawer cord back into the KX, The charging symbel siould /
reappoo
inset 0 Valer Card ond begin the standard vofing sesion ond camplela
i the session by printing off the bollot /
Tast 6 lnspect the printed ballol and comoore with desied vots: 1
5t Bachon
Resulls I_mr!ri o Poll Warker Card . ‘/
o Verification  |ENable AYS Controller and then remove the ol Workar Curd
Insert a Vole: Card and begin the AVS valing session
Inspact tha pinled ballol and compere wilh desired vatas
19 Insert @ Poll Warker Cord and Close the Polls J
. . |Fram Poll Worker Menu, sales! Re-Zeto”, To Ra-Tamn the r&iulli, anter the
N [ Rofsolenn possword providad o
i Fawer down tha ICX through Ihe Poll Workar Menu using Ihe 'Pewar Down' f
butlan.
. | Power Cown & [Once the ICX is complelely powered down, remove the USB taemory Stick /
s Signaturas  |from the ICX
n Slggn aindl dats this completed chack'ish, ‘{

Daminien Voling Systems Rep Name ond Initlaly: 5@C QJ_ W_ o

Dale! __Okb_, &?i'_q =
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r£| WAKE:s

Amcsirieime IT som o Fueges

DOMINION

VOTING

ImageCast Seriol Number: lﬂ@b"lg?i%q‘_ ;

ImcgnCosl" X Clossic Serles Acceptance Test Checklis! - Ro:ehingl

PG 59851

IFWI Version (BIOS): BCX18 BIOS V201

Firmware Verslon (Build Number): 8CX18 V0.0.98

System Power Up

ettings” -= "About Tablet

[ Step | Stago ] Dotalls _ [Fass[Fail|_Commants Tssues
Inspection Stage P
! Ensure thal Ihere §s no physical domaga fo the louch screen, and jabilal J
4 Inspeciion Ensure the Smott Cord reader is securely infact. Plug the BMOD foser printer J
to the 1CX unit, Piug in on ATl fo the ICX unil.
Power Up and System Status Verification (with Test Elaction USB Sticks)
. insar! Test Blection & ICX cpplication copied on a USB Memory SHCk inio
: the top USE slat,
'_
4 Connect the powar cord 1o the jabis! and lum on the urit Frass on

wiite & confiren the (B Varsion (5108] e C-‘-I-T.._B.?."b

write & conliten Ihe Builel Numbes (Firmwore| Rare: _b!f}.lb.'}cj

Cale and Time

Presss an "Sattings -» " Daia & Time" andd vailly conacl logal Gulis ard fima is
chiplayed. Adiusl it necesary.

installation of

Prass "Gl File Monogse on the main screen and proceed toin s'al the 1CK

Batllery Stolus
Verificafion

Tabulkatu” put down menu

Applicalion  |upplenlion,
Functional Testing
" Prass TmogeCost X° and ingert o Technisian cord into the Smar Card
- Reader e e e
Al Ihe top click an "Load Sellings™. Selec! the alechion dala and ihen click
= on “copy”

?ELI_F.mJ.'an Insent o |'Jou.m(':; card :J;:(;'.-!-_n-._l e BD tabulalor undes i;’e “Setegt N

[ 4] Applcofion

e ountor” i 2end,

Ll'S:'l Whouk e

Chnck lre top right comer hal there is a charging symbol for the power,

Unpslugg e power cord from the 10K, The K2X should stay on and the
jchorging symbel shuald disappear, . o
Replug the power cord back into the ICX, The charging symiel should
reappocy

Tay Baclion
Haglis
Verification

Insert a Valer Cord ond begin the slondond voling session cnd completa
thi session by prinfing ot 1he ballst
Inspect the pented ballal and comparn with devirad vales

insert o Poll Warksr Congl

Eanile AVS Conbroller ond then remove the Pall Warker Care
Imsedd o Voter Card ond begin Ihe AYS voling sassion

Inspec! the printed boliot and comoare with desred votes

Inset! ¢ Poll Worker Cord and Clese tne Polly

e | sdsdeepddSsls

Re-larc Resulls

eniat ke

frgym Poll Wotker Menu. sefac| Re-lero”, To Ra 7470 tns resulhy
passwnrd prevced

Power Down &
Signatures

Powear down the 1CX trrough Ihe Poll Worker Menu using the ‘Power Down'
buttan.

Once the ICX Is completely powered down, remove The USE Memony Stk
from the ICX

Sign and gate this completed checklist,

d <

Daminion Yoling Systems Rep Mame and Iniials: -Q_% M&
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ImageCast® X Classic Seres Acceplance Test Checklist - !ecﬁvlnq’

DOMINION
VOTING
Py &;ﬁ_c)‘)%ﬂ IFWI Version (B1OS): BCX 18 BIOS V201
ImoageCast Serlal Number: _ Mﬂ?’& Firmware Version (Bulld Number): BCX18 V0.0.95|
[ Step | Stago I Duiails [Fass|Faill Comments / ssuos
Inspaction Stage
1 Ensure that there is no physical domage to the louch screen. ond lablat "

Inspection Ensute the Smorl Card reader is securely intacl, Plug the BMD laser printer b/
1¢ the ICX wnil, Plug in an ATl 1o Ihe ICX unit,

Power Up and System Status Verification (with Test Election USB Sticks, (s)
Irnseet Test Election & ICX appicaolion copiad on a USE Memoty Stick into b/
the lop USA slol.

"o

Connact the power cord o the tchlel and tum an the unil, Press on
Systam Power Up |"Seting” -> "Anout Tablel”,

Wiito & confirm the IFWI Version (8105) hare; Bﬁl B.LI FiPl' @ \/

Write & confinm lhe Build Number [Firrware) rare: B-SJD ._3&

~

é le ond lim : i
fole and lime dhiplayed. Adjust i* necesarny.

Instodation of  |Press Of File Manager: en ihe main screen and procead 1o insiall the 10X
Appicalian  |oopbealion,

Prass on "Saltings -» " Date & lima” and verify (:f'.rmclﬁg_pjrin.‘e und tena is J

Functional Testing

n Priss “imoageCast X° and insert a Technicion card inka he Smart Card '.f | I
At thi mp Gick on ‘Laag! Selings”, Seisc! the glaction dota and (Han el
on "copy"

1 TostBeclion 1 ,|' = oll worker l:‘md e Hr\ EMD lubuh I)r J[ f.lpr ther “Salact
nseal 0 { “ alag
0 Avpleat el Qg Crker LOrg e Bl Sz

Talwdestor put down imetile

14 L—n ® tha Pubic Cwnrm 18 2600
Onu 11  this Pall
[Usar should be tromienad fo L Login Vol ! :,»'.,li.o.n

i
|

||
& |
WY RCR

14 Chock the top right comer that there is a chargng symisol for the power

Battery Stetus  |[Unplug he power cord lrem the ICX, The ICX shauld stay an and the
Varificalion  |[choarging symizol should dr LOnper.

t

_-,__‘ Regiuvg lhe power card back inlo tha i(‘.x Ing chaergng symbal should
roecpeace
== irserl o Yoter Cord and begin the slondard vating session and coingliale
4 the sestion by prnting oft the ballo! (
_ Inpac! the printed hoalla! and Compore with detirad voley
Tasl Lm"‘l’:o" Insert o f’c»'l Worker Cord . = I
" Vef-:::l::'i;g . Enoble AVS Conlroller and then remove tne Pol Warker Cord f

Inser! o Voter Card end begin the AVS vating session

Inspect the printed balla! and compare wilk desirad volss

1% Insart o Poll Workes Cord and Close the Pols

from Poll Worker Manu, selec! Re-Leto”, To Bs-Je10 the resuls, enter the
pasiword crovided.

Power down ine ICX through the Poll Werker Menu using tha ‘Power Down

4 | Re-lero Results

bullon.
Powsr Down & [Once the ICK is completely powsred down. remove tne USE Memery $tick
Signalurss ltom ihe '/CX

(=
g

\\.\\ — e
|

v
]

Sign ond date Inis compleled checeigh,

Daminlon Yoling Systems Rep Nome and Inffials: W lﬂq"\f\f" e — Dote: _g J a_&_[_‘ﬁ____
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TEWAKE

DOMINION
VO

TING

[ImageCasl Serial Numben _Lf@_bﬂi) 7.&

ImageCast” X Classic Series Acceptance Tesl Checklist - Rocelving

PLB HFHH 859

Firmwatre Verslon (Bulld Number): BCX18 V0.0.98

IFW1 Version (BIOS): BCX18 BIOS V201

Step] Stage

| Dolails

le|F§m Commaunts | Issues

Inspection Stage

sy ed, Acust it necowsary.

Inslallation of
Application

Prass O File Monecige on lh:> main sereen ond procesd o instonl e 12X
appiicatien.

1 Entuce that there is no physical damoge to the touch scrsen. and tabiet ¥
4 inspection Ensura the Smart Card readar is securely intac!, Plug the 3mD later prinler I/
i o 1ha 10X unlt, Plug in an AT Ha the 1CX unil,
Pawar Up and System Status Varification (with Test Election USB Erfck.;}
: Imsert 1est Eleclion & ICX opuiicotion copied on o USE Mamary Stick into l/
= Ihe lop USB siol,
% Cannect the power ¢ord to the tablef and tum on fhe unit. Prass on /
Systern Pawer Up | Settingy -> "Anout Tabtet”,
I - —
Wiits & confitm Ihe W] Versian (8105) nera: _ 9. .1_FIPC & L/
-] =]
Wiita & confirn tha Build Numibser (Firmwaral hore Sé . _t ,D- bTal b/
. Dote and Time Press an"Sellings - " Dale & Time' and vernty carect laeg] date cndd tivig i

\\;r"-\
|

Functional Testing

Tes! Cleclion

Press Inwsgelast X and insen a Technician cordinto the Smigt Carl
Reoder o
Al the ‘npm urn "Lmséﬂﬁgs“. Select he election cala and then chck
il "oy

Insert o uuu wentker cord and seiect e BMD labulalor yrider the Selc!

v
mq
" Applcition labuiatar pull down meny ’/[
Endure tho 'Pl.l:J;L: Counteris 110, == = - }/ =
| 12 | Open ihe Pol B - /,
13 _|User shauld be harsfeazd to Lagin Volar Scraan 7 o=
14 Check Ihe lop riaht comer 1hat thare s O charging symibal tor the power, l/
18 Battery Status  JUnplog the power cord fiorm The 1CX, The (CX shaould stay an and the 1
; Varlficotion ot ) a symbal should disappaat == . =
B " D.,L.I. iy e |';ower cord back inlo tha ILJ. The <,|un ging wmur_ﬂ \m,uld "/
Jt‘(l.JDUU-' 4 e —
Tnsert o Yol Cord an u_be sin the stondard woting sassion and complets P
1 the sess'an by prntng aff Ihe balle! ]
Tast Beaion Irgpect e w-l‘!e{i ballol ond compars with « tesiracd wates
Rasults insar o Poll Workar Card ‘
- Verlication Enable AVS Confrolier and ﬂjen remove Ih'e Polt 'u'\:'orker Cord ¥
Insart o Yaler Card and hegin the AVS voling sessicn
Inspect the printed ballo! ond compore with dasiiad votal Va4
o Insert a Poll Worker Card and Clote tha Pl [
20 | Re-2ars Results |F1OM Foll Worker Meriy, selecl Re-Tero™. o Re-Zaro fng rasulls, enter the v
pottword providad )
2 Prwet down fne ICK through Ihe Aol Watker Mesu uting the "Power Down' /
button. =
5 Fowat Down & |Once Ine ICX s complelely powerad down. ramove the U3 Menisry Stlck / T
- Sigrontures from the (C2 =
25 Sin and cote this completad chackis!. |' 5/|'
Bule. S/L-QS/ jﬂ_

Bomidion Voting Sysiems Rep Name ond Inillals: _%‘C_LQJG\/‘_’\%
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Fulton County Pennsylvania

WAI(ETSI

Anchinie ning 1T ros e Fuiune

Election Assessment

‘- ImogeCast” X Classic Series Acceplance Test Checkllst - Receiving
DOMINICON v —
VOTING =%
; pH- Bﬁ ?gb 53 ;‘ IFW1 Version (BIOS): BCX18 BIOS V201
ImageCasl Serlal Number: ' q 06 !—?‘ Oég O Firmware Version (Build Number): BCX18 V0.0.98
Step [ Stane ] Detalls [Pass[Fal] Comments I Tssues
Inspection Stage -
I Ensure thail there is no physical domeoge fo ihe fouch screen, ond lotilst I
% Inspecticn Ensure the Smart Cord reader is securely Intact, Plug the BMD laser printer i
- to the KCX unil, Flug in an AT o tha ICK unil.
Power Up and System Status Verification (with Test Election USB Sticks,
3 Insart Test Fieclion & ICX cpplication copled on 0 USE Memory Stick inta /
the lop USB siol,
4 Cennact the powar cord 16 the loblel and fum on the unit, Prass an o
Systerm Pawer Up | $ettings” -> "About Tablet”,
L
Write & confem the IPWI Version (B'CS) here:M&LL (,M_ v
5
Wirite & confirm the Build Numoer {Firmware] here: 5__- S L 10, .3(" ]
: Prass an “Seftings -»~ Onle & Time” ond verly corect local date and tima is
Nate and Tirs : Ko
=) ofe and Tie | gcvoved, Adjust it necessary. ~
z Instaliation of  |Press "Ol File Manager on the maln scieen ond procged o inslall the [I2X |
' Apphicolkn  lapplcaotion,
Functional Testing
Prass InageCast X and inten o fachnaician card Intg the Smart Cand l ; [

Raacler |

Al the fop chek on Lead Sutlings. Selact the =i=chion do
on “copy”
.I.rm_(;mw.:‘rker card ond selact 1ne BLAD Yabwlator Gnider ths Select
Tabulat " pull dawn menu

Erure 1he "Pubic Counler s zero,
12 EE}:‘QIY_JF:_)I! - : o
Usert shois] be ramsfened to Login Yoter Screen

Test Lechon
Applicatinn

Check the top right comer Ihat there is a charging symbal for the power,

Battery Status
Varficotinon

ucmlu!j ihe power cord Irom the (GX The KX should stay on gnd the
churging syrmbol should disappoar.

Replug the power cord back Into fne ICK. The charging symbol shoukd
reninenr

linsert o voter Cord ond beagin lhe slendard voling session and complete

1 the session Dy pricting off the ballot

Irspact he prnted ballat and compare with desiad voles

Insait & Pall Warkar Cordd s =

Enobilo AVS Controlier ond fiven remave tha Fal Warker Card

Inser a Voter Card ond biegin the AVS vatng sesion

Inspec! he pfintad ballot ond campate with desrad voles

Insert o Poll Worker Cord ond Clasa the Polls

Fram Pall Worker Meny, seiecl Re-lero”. To Ra-l=ro e rewlty. entar the

prsswoed provided,

Power down ihe ICK Ihvough the Poll Wodear Menu using the ‘Power Down'

bullon,

Ornce he ICL s complelely powered down, remave the USB Memory Stick

fram the i(CX

lasl tlection
Resulls
Verification

Re-lera Results

Power Down &
Signoturet

Signand dote inis compisien checkish,

L]
Dominlan Yeoling Systems Rep Nome ond Inilials: [Uﬂ’l) _@&W,

e 28025,

Page 76 of 93

19 February 2021
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Election Assessment

ImageCast” X Classic Series Acceplance Test Checklist - lecolvlngl

DOMINION
VOTING '
(N 5;55?&,@ IFWI Verslon (BIOS): BEX18 BIOS V201

ImageCas! Seral Number: _B_O& ELO 310\ Firmware Version (Bulld Number): BCX18 VO.G.MJ
[Step[_ Stage | Dotalls_ [Pass[Failll_Comments /1ssues
Inspection Stage
I Eniure tho! there is no physical domage o tha touch screan, ond tabils! T

inspection  [Ensure the Sman Card reader iy securaly inloct, Flug the BMD laser printer b(
ta Ihe ICX unit, Piug in on ATl 1o the ICX unit, o

Power Up and Sysfem Status Verification (with Test Election USB Sticks)
Irset Test Flection & 1CY application copied on a USB Memary Stick inte
fhe top USB slat

)

Connec! tha powas cord fo the table! and 1um an tha wnil, Press on
System Powar Up ['Setings” -> "sboul labler”.

Wiite & canfirm the 1FW Version (RIOS) nere: 0 4| _ﬂ Yi,

Write & confirm the Build Number (Frmware] ners: b .5,'[03(9

Frass on Setlings -> " Dole A Time and verify correct jocal date and time is
aviployed. Adjust i necossary. .

Instatation of  [Mess "0 File Manager on the mdin screen and procsed 1o install the 102
Application  |apoboation,

4 Cale und Time

Functional Testing
Press TroageCanl X ond insarl o Techaicion cond in'o Ihe Seeét Ceard

\j\ _:\*\\"x*\ <

Ru_u'h-l i . - : a =
A ihe lop elick on Load Svlhr‘_:j'. ""n e H.l-«.llor! r‘[ {43 K)ﬁLJ ther cic £
o “copy”

- Tes! Beclion  p—— et

Irseel a poll worker card ond select the BME labulator under fhe “Select
Ic]!‘Ju'I'J'-‘u' Ul doran s

Appicalion

| |

1 L_I':l_!_t{fi: + this "Public Countsr” is zaro, B - L

12 Open the Poll = 2 /|
3] Usar should be hgeslarad to I_cgf_n Voter Scraen . f
14 Chack Ihe top right camer thal thera s a charging symbal for the powar, f

Baltary Stotn Er_lplug fiwe poveer card from the KCX, The 1ICX should stay on and the
Vanficalion i hu‘.; g symibol si -ouid anoppean o

Hanl.n the power cord back into the ICX, .hn cf\nrrjm; s,rmol shou! id

&t r'\{‘f‘ or

'rm-rl o Yoled Cord and begin fhe "undur"l voling session and complete

17 ha sassion by printing off 1he ballod

Inspect the pdnled ballot and compare wilh desined vates

fruart a Poll Worker Cod

Frigblia AVS Conlialler aned then romove the Poll Werker Cora

Insert @ Yolter Card ond begin the AVS voting session

Inipec! the prinfed ballot and compare wilh dosred vales

15 Insart o Poli Worker Cend ond Close The Palls

From Foll Worker Maru., 1elec! “Re-leta”. To Re-Tero the resully, enter 1he

posiword pravided,

Powert down Ihe 1CK theough fhe Pall Worker Maru gsing the Power Down’

Tesl Election
Rasulls
A Verification

% | Re-lero Rosults

~ NN = <

Fil
b J"’Jl’l —a o ul
. Power Down & L"‘CE ii*--: ICK = comuielely noweros nove e USE Memary Stick
s 4
Slgnalutes fromn the 10X

| Sgnoluwes lfom TR P

0 fign ond dote this complaled chacklist, ‘ i

yminlen Voling Systems Rep Name and Inllials: _ M _\QAN_A'_ ) Date: __ g_/_a 8_[ l t!‘ y

fo3 19 February 2021
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Fulton County Pennsylvania
Election Assessment

[‘ED-\'WAKETSI

Ancinrie s 1T vom i Fugus

DOMINION
Vi

OTING

ImageCosl Serlal Number: HU b_‘.ngl[ﬂ

imageCast” X Classle Serles Acceplance Test Checklist « locelvlng]

PURSEH Y0

IFWI Verslon (BIOS): BCX18 BIOS V201

Firmware Version (Bulld Number): BCX18 V0.0.98

System Power Up

[ Stop | Stage T Datalls [Pass|Falll_Comments I Issucs
Inspaction Stage z
\ Ensre that Ihete it no physical damage 1o the fsuch screan, and toblat = 74
5 Imspection  |Ensure the Smart Card reader i securaly infact, Pug the BMD later orinter /
1o fhe ICX unit, Mug in an AT fo he (CX unil, -
Powor Up and System Status Verification (with Test Election USB Sticks)
3 Insert Test Election & ICX application copiad on a USE Memory Stick infa
lhe fop USB siol,
4 Cannec| Ihe power cord {0 the fablet and tum on the unit, Frest on

Seltings” -> "Aboul Tablel”,

write & confitm the IFwi varion 3108) here: .11 Al e,

Insteiabian of
Applicatinn

-]
Wiite & confirm the Build Number (Firmwara] here: 6 ,5 0. 3 )
Dolcand T Pran on Settings - " Date & T ond venly comect local date and tims s r
& /| 2 nme °

displayed, Adust il necessary,
Prizss "O File Manager” on The nain straen 2ol procesd 1o inihas the H0r
rEphGaknmn

7

Functional Tesling
Fross "tmogeCost X and insen! o Technician card into the St Cord
Rowcies

Al fhe Iop chck on -Load Sellingy.. Select 1he eleclion dala and then cick

e LAY

I — on “copy”
lest Bl tion — - =

~ Application Inserl o pf;ll worker cord ond select the BMD tobulator undeor the Selach
Tobutator pull down meni

i Erdure the “Public Countar” it 20ro, N =

12 Open the Poll o B

L — !1’_.!_“.‘[ should be ranslened ln_l_m;'n Voisr Saroon = = | E¥ IR o
14 Choeck Ihe ton tight comer thal there is a charging syrebol far the power. J
i Battery Status  [Unphng the power cord lrom the K2X, The ICK should stay on and he J
Ly Vedilication chinging symbol shoudd dsoppea, : , s S

.M Replug Ihe power cotd back mto the 1CX. Tne chorging symiol thouid J
reappect IR & 7
Iniert & Voler Cora ond begin the standard voling session and complete /

(r Ihe session Ly printing off Ine baliot

) Irspact the printed ballo] and compxre with degrad vatey
lest Bleclion 1o o o Poll Worker Card
Rasulh . & J

- Veriication Enable AVS Controller and then remave the Foll Vforker Cord
Inser) o Voler Card and begin the AVS voling session
Iospact the printad ballol and compare with desiran votes -

9 inset a Poll Worker Card and Close the Poils V4

w | e zero Results From Mol kagr .'-1_::—.'\:4. sulect Re-lero”. To Re-Tam tha rewults, an I/'
possward proviged. .

5 Power down the ICX through the Poll Worker Menu using the 'Power Down' /
bullon, S j

. Powsr Down & [Qnce fhe ICX is complelely powered down, ramove the LSB Mamory S8ck /
) Sgnotures  [romthe ICX
3 Sign and date Ihis completed checklist.

Dominian Yoling Systems Rap Nome and initials: gaa baq/‘/““
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Election Assessment

a7 B 'WAKEm

AnCrnrig s 1T sos i Furum

l

DOMINION

ImageCast Serlal N

R

vmg;gsm

VOTING

. 1906 170373

ImogeCast™ X Classic Serles Acceptance Test Checkllst - Recolvlngl

IFWI Version (BIOS): BCX18 BIOS V01

Firmware Verslon (Bulld Number): BCX18 V0.0.98|

System Power Up

Step | Stage | Detalls [Pass[Fail] Commants /lssues
Inspection Stage
[ Ensure trat there s no physieal domage 1o the touch sereen, and tablet 4
- Inspection Ensura the Smarl Cord readsr s securely intact, Piug the BMD losar prinier
1o ha [CX unit, Plug in an AT 1o the 1CX unil, |
Power Up and System Status Verification (with Tes!t Election USB St:/rg
Irsert Tes Election & ICX opplication copied on @ USH Memary Siick nin 1
Ihe top USR slot,
4 Connect the power cord 1o the Tablet and fum on the urit. Frass on /

“Setfings -> "About Tabiler,

Wiite & confirm Ihe [FW Verson (8105) here: _S. 1A &

/
/
7T
7

£~
L]
' ‘Wiite & confirm the Build Number [Firmwere] hare: ,_5._3 . 10 .30
i Dole arid Tinis F"Ir?ii on "Setiings '-':" Dote & Time” and venfy correct local date ord fime it
clisplayed, Adjust it necessary,
. Instadiation of - |Press "Ol File Manager” on the main sereen and rocead lo instal the ICX
' Application  japplieotion.
Functional Testing
Prass “imageCast X and insert a Technicion cord inlo the Smad Card
Wancker
: Al the fop elick or "Load Seitings”, Select the eleciion dota e 1hen clek f
on“copy”
Test Bloction fp———x—— e e T
_ T Irsert 0 poll worker cordh oned ssiect the B0 fabutolor under the Selct
0] Application i !
= lobulate pulldownmery "
1 ] Ensure the Futic Gounler s 2e10. f
1 Open fhe Poll = ___-/___
1% User should be homslened i Login VoterScraen - /-. £
4 Chieck the lop rght Comer that 1here 5 a charging syrbol for e powar, /
\é Bottery Status  |Dnplug the powssr cord from the (ICK, The ICX shouid sty on and | /
' Veslfivation  [enargndg symibnl snould dssppadr, v
| Repiig li;;;;uw:ir»:.:;‘::' back lntn the 1K The chongiog symbol thauld J"i
= PG S o . I
Insart a Voter Coars end Begin lne standard voling ss1shon ord ¢compiata
the seseon By prnbng oft Ine Balot /
Iripac! ine printagl boliot and compora with gasvesd voled
= ‘;*_‘_'Nl'l'm Insert a Foil Worker Cord -
o | Varieotan  [Fiable AVS Controlier and ther remove Ihe Poll Worker Card /
Insart @ Valer Card ond begin the AYS valing session
Inspect the printed ballot and comporg with desred voles F i
1 Inser] a Pall Waiker Card and Close the Poli J,
% | Re-zers Resulls From Poll Wa!&?r Meny, selest Re-Teto”, To Re-lera (he iesulls, enter tha /
possward provided,
2 Poywar ciown the ICX through the Poll Worker Manu using the ‘Power Down’ /
Buttan,
5 Fowsr Down & |Croe the ICX s completely powerad divwn, remove the USE Maemaory Stick
Gl Signotures am the ICX /
2 Sign and dale this complstad checklist, |/

Dominion Vollng Sysiems Rep Nome and Inillals: ML

Dole g/ﬂw_ .
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Fulton County Pennsylvania
Election Assessment

WA.KETSI

Ao i 1T pos i Funum

ImageCasl Serlal N

DOMINION

VOTING

Imagele’ X Classic Serles Acceptance Test Checkllst - Receiving

pesess B
. 1906116116

IFWI Version (BIOS): BCX18 BIOS V201

Flrmware Version (Bulld Number): BCX18 V0.0,98{

| Step | Stage 1 Ootalls [Pass[Fail] _Comments [lssues
Inspection Stage }
! Ensura 1hat there is no physical dormoge 1o the fouch screen. ond 1obilel i
2 Inspection  |Ensure the Smarl Cord reader is securely Intact. Fiug the BMD laser printer J
10 the ICX unif, Plug in an ATl to the I(:_x_t_mit. o
Power Up and System Status Verification (with Test Efection USB Sticks,
2 Inser! Test Eleclion & ICX application copied an a USB temany Stick into v
fhe top USE slof.
i Caonnec! the power ¢ord fo Ihe lablet and tum on he unit, Press cn J
System Power Up | Setings™ -> "About Tablet”,
Vidte & confim the FW Varsion (BID3) hers: S .\.-_L_B?r Gy J
) wite & sonfitn the Bulld Numser Firowars) here: G _.fa..lQ‘So J
p Gats tisd e F’{-':\u on"Sellings .-r-' nmu_.-_t Time' and varily cures! logal dute and Fme Iy L/
) kg (_:‘r".‘d. Aduil i necenary. - —z2 ol
' Installation ol |Prass “Ol file Managed on Ine main sereen and procead to install Iho [CX ‘/
Application  leprlieaton,
Functional Testing
r Pross ImogeCast X and inser] o Technician card inte the Sman Card \(
e Reader
’ At the lop ciick on "Lood Setingy”. Select tha eleclion data ond fhen click J
i on "cony”
Tesl Blaclion  f—— = v e BMD 1 ol ter he Solecl e
iy Apphcation mul. a pirln! worker cord and select tha BMD tabulatar under the Solac /
s Tobulator” pull down menu = ¥
’_ i Erwure Ihe "f_'ur:ni:‘ t".l__mnn',_["' o 1ora, ] __" o
x| Cippen e Poll = AL
R _i_._F’.r!r shouia lm_ilJ_r'._’.fum_.-_(.llf.\_!_.n:,l W Votaer Soren — . -
\l Checi the fop dght comer thal There is a charging symbat for fne power f
*T Hallery Statds  |Unplug the ;mw_hr--(.".uc-i frarm 1he JC)‘:,-T!‘:-E'!':F\QUM stay on ang the [
L : Verfoation  |choaing symbal should diappear, ) = —e N | ==
1:_ ﬂ-.-rﬁ.?_; the urr;er cord back inlo he ICX. The o hexrging symoo! shauld /
renppear —
Insent @ Voter Card and begin Ihe standord voling session and complate
" Iha session by printing oll Ine batiol ./
Inspect the printerd balet and sompare wift dosied voles
les Elaction 1 ot o Poll Worker Cord o /
i4 Vu?iE:.L:::‘?i‘c 5 Enable AVS Conlioler ond then remove fhe Poll Worker Cord
irsert o Voler Curd and hegin the AVS voling session
Inspert ine printed pollo! and compors with dasited voles 4
{hd imeﬁ  Pall Workar Cara and Clase the Pally '
o R;—Ee.'«'; Rewits |rom Pol Worker MR, solec! Re-Tewo', 1o Re-1or0 tre (e, anior the K
_ poiiword pravided, B _‘
od Fowst ciown lhe @28 through 1he Pol Warsor Mery wsing ing Power Down'’ i/l
: tutlon, |
o Power Down & |Cace the ICK is complelely powercd down, rermeve e USE Mamury 31ick /
B Sigratures  [hom the 1CX )
74 Sign and dote this compleleda checklist, /

Dominlan Voling Sysiems Rep Name and Iniflols; _B‘M MX_

Gote! 011_23.“3 .
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Fulton County Pennsylvania
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Aveynncnm 1T Fou vie Fuuse

Election Assessment

". ImegeCast® X Classic $eries Acceplance Test Checklist - Recelving
DHOMINION
VOTING s
IFW1 Version (BIOS): BCX18 BIOS V201
PUBSFSS 86 el -
lImageCasl Serial Number ]q_Q b'l-' ] 81* Firmware Verslan (Bulld Number): BCX18 V0.0,78
Stop] __ Stage | Dotails —[Pass]Fail| Comments /Issues
Inspection Stage
i [Ensure thal Ihere Is ne physleal domage 1o The touch sereen, ana fatlel v
¥ Intpaction Enswre the Smart Card reoder is securely intac!, Plug the BMO lusar puintaer \{
“ 10 the ICX unit, Phug in an Al {c the ICX unil,
Power Up and System Status Verification (with Test Election USB Sticks)
: Insert Test Fliection & ICX opplicalion copied on & USE Memory Stick inla J
o
the top USB slot.
n Connac! the power cord le the tablel and furmn on The uril, Press on {
System Power Up [ Setlings” «> "About Toblet”,
— N .
Weile & confirm (he IFwt Yersion (3108) hare: et Y p?l‘ﬁ ¢ J
§ o - =
virite & confiny the Buikd Murmbe: (Fimwers) neres S 5,0 10.20 o
, P — !=_*.~.e F{es'_- o Sating .—'-"' Dewste & Tima* and '.:_u.'..’-( coreci local dete and finng i /
clisplayed, Acust it necesany., ) 1
% Instattciion ef  [Press "0l File Manager” on the main screen and praceed lo instali the 1CX ]
Apphcalion apnlication,
Functional Testing
. Press “imageCosl X" and insert a Technician cord inta the Smart Card I./
Prader
Al the top click on Lood Setlings”, Sslecl Ihe eleclion dala and then chick VI
¥ ¢ i
Tost Blction  for b
sclion - =
19 Appiic jﬁ:r Inses) a poll worker card and select the BMD tobulalor under the "Select J
: e L [labulater pul cown menu
1] [nsure the Putstic: Conntel” is . N _j
12 Open tha Poll ![ [t
i3 - = tsar should be fransiensd 1o Login Votar Seman = N _./_
(¥ Chach Ine fop righ! comer that there is a changing syrmbos for the power, |/
is Bottery Sintus |F‘I{ |l._‘g_nw mower card fram lhe ICX, The 1CX should stey on and the = / i
) Verfication  [chataing symbol shauld disappear. -
- Repiug the power cord back into 1he 10X, The charging symbal should /'
eOppacy ]
Insert a Voter Card and begin the standard voling yssson ond complete ‘//
17 the sassion by shnting off e baliot
Insec! Ihe printed baliol ond campara with desiied voles
Test Eaction e - —
Rasulh indert o Mol Wosker Card /
@ Ver'i]i\\lil‘""r Enobie AVS Canlrolier ong Inen iemeve the Pail Workes (ord
IS nseet @ Vaier Card and begin the AVS valing scsion
Irnspect the prnted naiot ¢ Ompore wilth deired voley
1% Insarl o Poll Werker Cord and Close the Palls -]l
S From Fn’-iw;uhgr Meny, selecl “Re-2ero”. T Ra-Zaro tha tetulls. snle! ne (/'.
Passwond providea,
21 Power down the ICK through the Poll Worker Menu usng the ‘Power Down’ o
bulton,
53 | PowerDownd |Once lhe I is completaly powsarad down, remove the USS Mamory Stick | o
£ Signotures  |from the ICX
) Slan and date Inis completed chacklist. /
|Deminion Valing Systems Rep Nome and Inillals; _ @Q&M = s Dote: __Q $} Q._Ei)_q_.
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Fulton County Pennsylvania
Election Assessment
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ImogeCast” X Classic Sefles Acceptance Test Checklist - Receiving|
GV
FHQS ‘:SC) Bg% IFWI Version (BIOS): BCX18 BIOS V201
ImageCasl Serial Number: IB.Q.@._D_QJL-‘_ Flrmware Version (Bulld Number): BCX18 V0.0.98
[ Step [ Stage I Details [Pass[Fail] Comments /lssuns
Inspection Stage
1 Engure that thare ks no physicol damaogs: o the louch screep. and tabist y
N Inspection Ersura tha Smart Card reader is securaly intoel, Plug the BMO laser printer J
) 12 the ICX Unit, Plug in on ATl o the (CX unil,
Power Up and System Status Verification (with Test Election USB Sticks)
4 Inseat Test Election & ICX application copled en a USE Memory Stick inte /
3 g
Ine top USH slol.
h Cennecl the cowear cord fo the table! ond turn on the unit, Prass on /
Syslam Power Up [Sellings” -> "About Tablet”,
Wille & canfirm the IF#) Version (B:03! here: S, 1 .\ E?rlb [
wiile & confim e Build Number Frmware) neres S .5 106,20 /
: |Prass an "taftings -» " Date & Tima™ and verity comect logal aala and fimes < /
& nd Time . < ve
?01& ana e |diplayed, Ajust ¥ nocossary. - &
. Ingtgiigtion ol |[Preds "Of File Monager on the main soreen and progesd to inslall the 10K J
' Application  |opplication.
Functional Testing
" Press ‘imoagaCail X7 and insert a Tachnician cord Inta Ihe Smaor) Caord ‘(
) Recdet . . ) ]
; Al fre fop cick an Load Sellings”. Selec) the election dato and fhen <ick J
on copy”
Hachion  ——
e ]:‘“;,: :;ri;n Insstl @ poll worker cord and seiect the AV tabulator urasr the “Select (’
: ek Tabulatar pull down manuy - = ¢
I Ensue i Publc Counted s 2orc. : <
12 Opan the Pail 74 I
ha |User should be huraferad 1o Login Vater Scroen - /
12 Check he top right camer Ihal thera is a charging symbol for the pawet, ./
- Battery Slatos Unilug he ower cord from Ihe ICX, The ICX should stay on and the ‘/
= Verfication  [ehrging symbal should disappaor, ——— _.| — —
2 Rephug ine power cord back into the ICX. The charging symbol shouid ‘/
1O
insert a Voler Card and begin tha standand voling session and complete /
i7 e session by prinfing off the batiat
e e Inspact lhg_lpr'mecl Ballot ana compure with dathed -.'t)!_n__s - —
esﬂ " ‘:?TI"Q" Insert o Poll Waorker Card
i W,':i‘,_‘['_"fcn fnable AVS Conlralier and then remove tha Poll Werker Cerd \/
R Irsert o Voter Cord and Begin the aV5 vating session
Inspec! the prinled bainl and compare with Setred voles .
k2 Insert o Poll Worke: Corg ond Clona the Poly _ .
. Frarm Poll W;‘,-h?r Meny, selec! Re-Zejo”, To Re -T2 ina rasuits, entee Ing /
ponsward praidecd,
3 Powrar down Ine 1ICX threugh 1ne Pot Wadker Meny weing the ‘Power Down' f
- button, 3
., | Powar Down & |Once the (CH s completely powered down, ramove the USE Memary Siak s
= Signatures  [fram the ICX
23 Sign and date this completed checkiisl. v
Beminian Voling Systems Rep Name and Inllialx: _,_M_ . S vate;__Q 8/ A 3/ y- .
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Fulton C?unty Pennsylvania FC'I . YX‘M....MIEJ
Election Assessment -

ImageCast” X Classic Serles Acceplance Test Checklist - Recelving

DOMINION
b {FWI Version (BIOS): BCXTB BIOS V201
ersion o
PHBGFS9350
IimageCast Serial Number: 1900 | 17 Firmware Version (Bulld Number): BCX18 V0.0,78]
Stap] Stage ] Defalls [Pass[Fail] Comments [ lssues
Inspection Stage ,
| Endure thal thare is no physical domage to the touch icrgen. and tgblet i

Inspaction Enswra the Smicnl Card reader is securely intect, Plug the BMO 1aser printer ‘/
1o the ICX unit, Piug in an ATi to the ICX uril. i
Power Up and System Status Verification (with Test Election USB Sticks)

Insert Test Election & ICX opplicalion copied on g USB Memory Slick inle

F |

k!
Ihe top USE slot. '/
. & Cannect ihe power cord o the toblet and furn on the unil. Frass en
Systam Power Up | Sellings” -» “About Tabial”, /
Wiila & confitm Ine 1FWI Version (BIOS) rete: S.LLQ?(;L \/,
) Wirite & confirm the Bui! Numbat [Fraveaare] hinrs: S .3.10-30 /
. Date and Time Mressy oo " Selfings .-n ‘Date & lima” arpd verily corec: local Sate and hime is V/
cEADLYpad], Adjust if necesary

Wstabalion of  |Press Ol File Maonnger' an the main screen and proceed 19 insigl the 1IZX
Appication  japplcotion.

Functional Testing
Press imaneCasl X" and insart a Techniclon card into the S3mord Cord
Rearter ) .
At ihe tap click on "Load Setlingys”, Selec the glection dala and then click
an “cof w"
Inse1 o ol worker carg and selec! Tno BMD tabulalon under the "Salect
Tabulator pull down manu
1 Ensure Iha Public Counter” i za1a.
12 Open e Poll
i User should be tarlenad to Lagin Vater Screen

Test Eleclion
0 Appicaion

L
i

b Chech the lop rght comer that there is o charging syrmbol o ine pawer.

fattery Stotys  Ungded the power cord kiom ihe ICK. The ICK should slay on and the
Vonfication charging symbaot should disuppoar. B -

Replud 1he power cord back inlo Ina ICX. The charging symbol shouid

1GOREeN

Insarl o Voter Card and bregin the slondard vating seusionand complete

7 the session by printing ofl the ballot

Inspect the printed botlol and comparg wilh detired voles

Insert o Poll Worket Card

Encblo AVS Controller and then ramove the Pall Worker Card

Ins=11 o Voler Card ond tegin fhe AVS valing session

Inspacl tne printed ballot and compore wilh desves voles

i Insert g Poll Worker Card oro Close the Polly

From Poll Wortker Menwy, seact Re-Leto”, 1o Ra-lare 1he résully. anter the

password erovidked.

z2 Poweat cown lhe CX theouch Tre Pol Warker Menu using ne Power Down'

buttan, N

Power Down & [Once ihe ICX is complelely powsrsa down, remove the USE Memory Shick

Signotures  [fram the CX

Test Elaction
Results
] Variticotion

20 Ra-Zer0 Resully

Al

SONVER SISO SNISERss s

< Sign and date this completed checklisl

Dominlan Voting Systems Rep Name and inifials: - M_ = Gate: é) 8 Z&m
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ImageCast Seiial Number: _ 1_‘1951 O ?"]_b__

ImageCast™ X Closslc Serles Acceptance Test Checklist - Receiving

IFWI Version (BIOS): BCX18 BIOS V201

Firmware Version (Bulld Number): BCX18 V0,058

Stage I

Dotails

’ﬂpj

Inspection Stage

I

lPa!!|EgE| Comiments [ lssues

|}
—

Ensura that there is no physical damage to the fouch werten. ond tabiat

v,

et

Inspection

Ensure the Smon Cord render is securely intact. Plug the BMD feser piinfer
lo the ICTX unit, Plug in an ATH to the ICK unil,

/

Power Up and System Status Vorification (with Test Election USB S

S

Inset Test Electian & ICX applicotion copied on a USE Memory Stick into
the top USB siot.

System Powear Lip

Connac! the power cord to the icblet ond humn on the onit, Prass on
Setlingy” > "about Tablet”,

wiile & canfion e BWHVerrdon 12108) nera:_,),1 BPe L,

Wilte & confinm the Build Numbe (Tirnears) ners 5 S .\0__-3(5

Date and Time

Praas on 'F.e:!;ir-__;a > hote & ]'i'me“ ond verity canest loea] aata ang tme s
ciiplayed, Acjust if recsosary,

i

Inglolalion-of
Applcatian

Press "1 Fis Manogar on he miain serean and eroceed fo Install the 10X
applicntion.

Functional Testing

Frass ImogeCost X and inten a Fechnicion card inta the Smant Cord
Racader

Al the top click on "Load Selllngs™, Select tha elechion datn and then chok
on coy”

Test Pection
Application

Batlery S1atus
Varificalion

lagarl a pol worker card and select the BMD labwigtor under s “Select
Tesbaylalar pull ciown menu

Ensurae thiee Pubfic gmil_'
Coen ihe Pall

e
i

3 ahoeuld e honstened 16 Logn V Screen

Chech *he Jop aghl camer lhat ihere it 6 chorging symbal for the power

|J;!|')1|’;j the power cord lram e (CX, The ICX shouid ihay un and the
chraing symbol shauld disanpeor.

?'.';'JTul'll.th, power cord back into the ICX. The .;eE;u,.v1-r)_w|i-u|_: ot thould
reoppac

@

Innert a Yoter Cord and bagin the standdre voling session and Somplatle
Hys session by priating off the bailol

NS [NR)S

Test Elnction
Resully
Venilcation

insert a Fall Worker Cargd
Enabie AVS Conilrclier grid then remog fne Poll Waorkar Cored
Insart o Voler Corel and begin 1ne AYS vallng session

lraoect the printed DONGT and « Gfeow b desire _'1_ wotes

“ofly

nsert a Poll Worker Cargl and C

N S

He-aro Raw'h

o R Zar thie resulld, enles the

From Poll Worker Menu, saioc] Re-lero,
postwatd proviced

Fowar dawn The ICK through the Poll Workar menu uting the Power Down'
Buttan,

Powar Down &
Signatiurss

Once the ICK is completely powered down, remove the USE Memoary Stick
from the ICX

Sign ond dale 1his cemplated checklist,

= =~

Dorvinicn Vating Systems Rep Nome ond Inttials: ‘QQQQ/WW —

Date: _Q_B; a%} ",5__
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DOMINION
VOTING

ImageCas! Serial Number: ‘B.ﬂfams_ﬁ_,

ImageCast” X Classic Series Acceptance Test Checklist - Recelving

pmsvs"s%"‘a

IFWI Verslon (BIOS): BCX18 BIOS V201

Firmware Version (Bulld Number): BCX18 V0.0,98

Enaure thes "Pubibc Counles s zemo

(Step [ Siago | Delalls [Pass[Fail| Comments T lssues
Inspection Stage /
! Ensura thol there i no physical domagae o he louch screen, end lob'el [
% Inspeclion Eruee the Smaort Card reader is securely Intact. Plug the BMD laser printar ‘/
= 1o the ICX unit, Plug In an Al ta the ICX unil,
Powar Up and System Status Varification (with Test Election USB Sticks)
8 Inserl Test Eleclion & ICX apolicalion copied on o USE Memary Stick into /’
tne fop USH siof,
g Connacl Ihe power cord to Ine icklel and o on the unit, Pridss en ‘/
Systern Fower Up | Ssllings” - "Atoul Taoket”
Wit & confirm 1he IFW1 Varrion (:05) ners: 911, R0 F
i o
' Write: 8 cantim tne Buile Numiier [Firmwora) Pars; S,S,IIQ 7)0 J
i Press on Seitngs «-» " Dole & lime' and venty comect aate and tine i ‘j
: Hajeong limg civplayad, ACI]IJJ{'I if necassarny. it N
5 Inslaliation of - |Prass "0l File Manager” on Ihe main screen and proceed o insiall the JCX J
Application anphcatian,
Functlonal Testing
8 Prass “imogeCast X" and insal! a Technlelan card Into he Smart Cord j
keader _- -
Al the top chick on “Lood Seltings”. Selec! ine eleclion dala and then cliex J
Tes! Blechion AR A et |
0 Application Inse o poll worker cord and select the BaD lobulotar under 1he “Setoe) J
Eauh‘.llur‘ oull doen ey i
1

o
_ [Gser ok b evatemect o Login Votar Scran ——Tar
14 Check e lop right comer that there s 0 charging synnl for the powar, /
'8 Ballery Status  |Unpiug the power cord fram the (CK. Tne ICX shauld stay onand the J
- =) Vesdficatnn che u}'!imJ__\-_;;_n!_n___l! b ll:JEI'(!_ rlh.:g:?;_}_egr. L - ] N .
le Replug the power cord bock into the (X, The charging symbo; should j
reappear o
o Iryert o Voter Cand and bedin the standard voting session and complele
W the sesslon by printing olf the bolict ‘/
e Inspect the prinled balol ond compore with dasrad votes
" [inset o PR Worker Card
i \r.-.- ficatlon Enable AVS Contraller and Inen remove !h_e Pall wo(ker Card V{
Inser) a Voter Cord and begin the AVS vening session
Irspect the printed ballot and Compara wailF _fj{‘y-?_ﬂ -% i
i intert o Poll Worker Card ond Case he Pall; 7
20 Re-Zera Rusulls Feam Fol Wf;fﬁfe' Mery, welaci Re-loro’. To Re-Zem the reiuls, anter Iha '/
pesyword provided ) . =
- Powar down The ICX through e Foll Workes Manu using ine Power Down' j
Lutton. - )
v | Powar Down & [Onee the ICK s complalely povered down, remove tne UGB Memory Srick J
& Signatures  [from fhe ICX )y
23 Sign and dalts this completed chacklist. J

Dariinion Veling Systems Rep Nome and Iniflals: Q'_QC &Q/V\:'S B

oote. GB/A5[19
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19 Appendix H - Pennsylvania Election Record Retention Rules

The following information is from the Pennsylvania “County Records Manual” which was issued
for the County Records Committee by the Pennsylvania Historical and Museum Commission
Bureau of the State Archives Harrisburg 2002 Edition. Updated as of March 2017.

ELECTION RECORDS
ADDITIONAL RETENTION REQUIREMENTS
Currently, Federal election records (including all records and papers pertaining to any
application, registration or other act requisite to voting) must be retained 22 months from the

date of any general, special, or primary election for federal office under the Civil Rights Act of
1960, codified at Title 42, U.S. Code, Sections 1974 through 1974e inclusive.

EL-1 Absentee Ballot Records
Includes absentee ballots and all related lists, applications, envelopes and files
pertaining thereto. Application usually shows personal identification information,
reason for request, and elector's signature.
Retain 2 years. (25 P.S. § 3146.9)

EL-2 Ballot Box Documents - Miscellaneous

Consists of all official ballots, the contents of ballot boxes, tally papers, numbered list of
voters and election officers' oaths placed in ballot box at polling place. (See also EL-24.)

Retain 4 months, unless notified of extension of retention by the county’s District
Attorney or a judge of a court of record, due to pending prosecution or litigation. (25
P.S. §§ 2649 and 3065(a)). For one year, the minority inspector is required to retain one
set of tally papers, one voter list, and one set of election-officer-oaths. (25 P.S. §
3065(b)).

EL-3 Ballot Preparation Workpapers And Candidate Lists
Includes papers and lists of local candidates' names used to design ballot layout at the
county level, based upon ballot position lottery for the primary election, and the

primary election results and substitute nominations for the November election.

Retain 11 months. (25 P.S. § 2649).
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EL-4 Campaign Expense Reports And Statements Filed By Candidates And Political
Committees

Expense report shows name and address of candidate, committee, individual or
lobbyist; office sought; summary of receipts and expenditures; signature of person
swearing to accuracy of report; summary of contributions and receipts; itemized lists of
contributions, receipts and expenditures; unpaid debts and obligations; and in-kind
contributions. Statement includes name and address of candidate, committee or
lobbyist; office sought; and certification of compliance with the Election Code.
Retain 5 years from date of filing. (25 P.S. § 3259(4)).

EL-5 Candidate Withdrawal Notices

Notification from candidates of their desire to withdraw from an election. Includes date,
office, party, election date and candidate's signature.

Retain 11 months (Counties). (25 P.S. §§ 2649 and 2938).
EL-6 Candidates' Affidavits

Includes candidate's name and address, office sought, affidavit of eligibility, loyalty oath
and ethics affidavit. May be part of nomination petition or separate form filed with
petition.

Retain 11 months (Counties). (25 P.S. §§ 2649 and 2870).

EL-7 Challenge Affidavits
Consists of challenge affidavit of elector declaring eligibility to vote and supporting
affidavit by another qualified elector of the district. Contains names, addresses, date
and signatures of elector and supporting elector. Also signed by judge of elections.
Retain 11 months. (25 P.S. §§ 2649 and 3050(d)).

EL-8 County Board Canvass Workpapers

Preliminary tally compiled by the county board of elections showing candidates' names
and vote totals.

Retain 11 months. (25 P.S. §§ 2649 and 3068).

EL-9 Election Certification Affidavits
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Sent after the certification of the returns of any primary or election to the Department
of State, Bureau of Elections. The form includes name of county, date, certification of
official returns, signatures of county board and clerk of elections, and vote totals for
each candidate.

Retain 11 months. (Counties). (25 P.S. §§ 2649 and 3158).

EL-10 Election Documents - Miscellaneous

Contains records pertaining to each election such as proof of publication forms and
acceptance statements.

Retain 11 months. (Counties). (25 P.S. § 2649).
EL-11 Election Officers' Oaths

Consists of sworn statements signed by election officers including judges, inspectors,
clerks, machine inspectors and overseers. Excludes oaths contained in ballot box.

Retain 11 months. (25 P.S. §§ 2649 and 2676 - 2680).

EL-12 Election Officials Index
Listing of district election board members showing names and terms of office.
Retain 11 months. (25 P.S. § 2649).

EL-13 Election Returns
Compiled by county board for general, municipal and primary elections. Returns
generally indicate district number, office, candidates' names and party affiliations, votes
received, certification of computation attesting to authenticity of vote, signatures of
election officials and date. Also may contain results relating to special referendums and
qguestions.
Retain permanently for administrative and historical purposes. (25 P.S. § 3158).

EL-14 Fiscal Records

Includes standard accounting and financial records relating to the funds of the Elections
Office.
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See Financial Records, Payroll Records, and Purchasing Records found in Section 2 for
retention guidance.

EL-15 General Return Sheets

Prepared by district board, return shows number of votes cast for each candidate; total
number of ballots received and cast, declared void, spoiled, cancelled and blank;
signatures of election officers and clerks; and certification by overseers if applicable.

Retain 11 months. (25 P.S. §§ 2649 and 3154).
EL-16 Legal Memoranda

Includes legal memoranda respecting a variety of legal issues and matters relating to
county elections,

Retain 11 months. (25 P.S. § 2649).
EL-17 Minutes Of The Board Of Elections

Record of the Board of Elections meeting including date, names of members present
and absent, issues discussed, motions, reports and actions taken.

Retain permanently for administrative, legal and historical purposes.

EL-18 Local Option Petitions

Petition regarding local option question to be placed on the ballot. Shows issue or
question and electors' signatures and addresses.

Retain 2 years. (25 P.S. § 2943).
EL-19 Nomination Certificates

Used to fill vacancies caused by death or withdrawal of candidate, certificate shows
office and district, cause of vacancy, applicable rule, names of committee or caucus
members as well as new candidate's name, residence and occupation. Signed by
presiding officer and secretary of party committee or members of political body's
committee.

Retain 2 years. (25 P.S. §§ 2943 and 2939(a)).

EL-20 Nomination Papers

FoH L Fuiume
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Relating to nomination of independent candidates, paper usually indicates name of
political body; county and electoral district; candidate's name, occupation, residence as
well as office and district for which nominated; names of committee members
authorized to fill vacancies; electors’ signatures, addresses, occupations and date of
signing; circulator's affidavit; and candidate's affidavit, loyalty oath and ethics affidavit.

Retain 2 years. (25 P.S. §§ 2943 and 2911(a)).

EL-21 Nomination Petitions
Usually shows electoral district and political party; candidate's name, address, and
profession; election date and office sought; signatures, addresses and occupations of

qualified electors and date of signing; circulator's affidavit; and sometimes candidate's
affidavit, loyalty oath and ethics affidavit.

Retain 2 years. (25 P.S. §§ 2943 and 2867).
EL-22 Notices Of Nominations To Be Made
Used to assist county board in ascertaining offices to be filled, notices from

municipalities and the Secretary of the Commonwealth; usually indicate name of office,
number of candidates to be elected and number of years the officer shall serve.

Retain 11 months. (25 P.S. §§ 2649, 2864 and 2865).

EL-23 Numbered Lists Of Voters

Numerical list of voters used to determine the number who cast ballots in election.
Excludes lists contained in ballot box.

Retain 11 months. (25 P.S. §§ 2649 and 3050(a.3)).
EL-24 Official Ballots

Consists of paper ballots and ballot labels used with voting machines and electronic
voting equipment. Includes the following types of ballots:

(1) Electronic and punch card write-in ballots.

(2) Official ballot cards-punch card system.

(3) Mechanical voting machine write-in paper rolls.

(4) Spoiled and unused ballot cards-punch card system.
(5) Spoiled and unused paper ballots.

Page 90 of 93 19 February 2021



Fulton Ct:)unty Pennsylvania | | ]'".‘.l W/\K l:
Election Assessment

Retain 4 months for all official ballots and the contents of ballot boxes, unless notified
by the county’s district attorney or a judge of a court of record that an extension of
retention is required due to pending prosecution or litigation. (25 P.S. §§ 2649,
3031.13(a), 3031.16(a), 3063(a) and 3065(a)).

EL-25 Primary Ballot Position Lottery Workpapers

Used to draw lots for ballot position for primary elections. Papers relate to local
candidates and usually include name, party and office sought.

Retain 11 months. (25 P.S. §§ 2649 and 2875).
EL-26 Proclamations Of Elections

Issued by county board. Usually lists date of election, offices and candidates, special
referendums or questions, and locations of polling places.

Retain 11 months. (25 P.S. §§ 2649 and 3041).

EL-27 Records Of Assisted Voters
Compiled at polling place. Record indicates municipality, ward and district; date of
election; name of voter and reason for assistance; name of person furnishing assistance;
and signature of judge of election.
Retain 11 months. (25 P.S. §§ 2649 and 3058).

EL-28 Secretary Of The Commonwealth Ballot Certifications

Includes certifications of Statewide candidates' names to be printed on ballots for the
primary and general elections. Sent to county boards by the Secretary and based upon a
lottery conducted in Harrisburg.

Retain 11 months for counties. (25 P.S. §§ 2649 and 2876).
EL-29 Specimen Ballots, Specimen Ballot Labels And/Or Voting Machine Diagrams

Contains sample ballots and voting machine diagrams made available to candidates for
campaigning purposes and to electors at polling places.

Retain 11 months. (25 P.S. §§ 2649 and 2968).

EL-30 Statements Of Financial Interests
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Required by the State Ethics Commission. Shows name and address, office sought,
occupation, names and occupations of spouse and minor dependent children, financial
disclosure information and signature.

Retain 5 years. (65 Pa.C.S.A. § 1107(9)).
EL-31 Tally Papers

Prepared by district board, consists of tally of votes cast for each candidate. Excludes
papers contained in ballot box.

Retain 11 months. (25 P.S. §§ 2649 and 3062).
EL-32 Voters' Certificates/Voting Check Lists

A few counties continue to use a separate Voter’s Certificate, which is completed by a
voter at the polling place. (However, most county boards of elections have incorporated
the Voter’s Certificate into the District Register (Poll Book), which must be kept for 5
years and is also addressed at Voter Registration Records entry # VR-8.) The Voters’
Certificate, at 25 P.S. § 3043, is a form usually indicating at least the voter’s name,
address, signature and approval of an election officer. The Voters’ Certificate is required
by 25 P.S. § 3052 to be inserted into a binder known as the “Voting Check List,” which
shall constitute the official list of electors voting at each primary and election. 25 P.S. §
3050(a.3) requires the voter’s signature on the Voter’s Certificate to be compared with
the voter’s signature in the District Register to confirm eligibility to vote. With the
passage of Act 3 of 2002, the District Register is required to be retained for 5 years at 25
Pa.C.S. § 1405(a). Because the Voter’s Certificate is signed by the voter and is used in
conjunction with the District Register, it should be retained for 5 years as well.

Retain 5 years. (25 P.S. §§ 3043, 3050(a) and (a.3), 3052 and 25 Pa.C.S. § 1405(a)).
EL-33 Voting Machine Lists And Certifications

Consists of inventory lists showing number of machines, storage locations and

registration numbers. Certification form relates to preparation of machines for election

and includes custodian's certification that counter is set at zero, that each protective

counter has been recorded, and that each machine has been sealed and the seal
number recorded. Also shows election, date, and signatures of custodian and deputies.

Retain 11 months. (25 P.S. §§ 2649 and 3011(d)).

EL-34 Voting Machine Proof Sheets
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Relates to voting machines equipped to print paper proof sheets. Printed by district
board before and after election and used to check vote totals on each machine.

Retain 11 months. (25 P.S. §§ 2649 and 3067(a)).
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