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1 Executive Summary

The purpose of this assessment was to ascertain how the election was conducted, initially from
a mail-in, and then from an absentee ballot perspective. With the assistance of the Election
Commissioners and the Election Director, this assessment resulted in a full election process and
system review. WAKE TSI did not conduct a forensic technology audit of the election
management system as WAKE TSI did not have the agreement of the stakeholders to conduct
that level of detailed analysis.

Since this was a voluntary assessment, WAKE TS| accepted what was provided and were flexible
when the Election Officials did not want to provide sensitive information, such as chain-of-
custody documentation that identified County personnel and security tag log files, that
identified current numbering schemas. Nor did WAKE TSI look at the configuration of the EMS
itself or how the election was designed or built.

What the issues highlighted in this document reveal, is that the election was well run, was
conducted in a diligent and effective manner and followed the directions of the
Commonwealth. This does not indicate that there were no issues with the election, just that
they were not the fault of the County Election Commission or the County Election Director.

Fulton County had no anomalous or unusual incidents reported during the election process.
Expectations were that this assessment would not show any indications of error, technology
interference, fraud, or misconduct. Five issues of note were found in the conduct of the
election, three of which are related to the EMS Vendor:

1. There were a number of errors in ballot scanning

2. The failure of Dominion Voting to meet the Commonwealth Certification requirements
3. The addition of non-certified database tools installed on the system.

4. Changes were made to the EMS three (3) weeks prior to the election

5. The lack of Commonwealth L&A inspections of the voting systems.

The last issue is hard to understand as the Commonwealth’s documentation requires the DOS
to collect the L&A testing results.

While these may seem minor the impact on an election can be huge. The adjudication process
of the Dominion system is caused by the scanning system and software not being able to read
the intent of the voter. This forces human intervention and for those humans to “determine”
the intent of the voter.

2 Fulton County Demographics

Fulton County, Pennsylvania is located in south central Pennsylvania. The County Seat is in
McConnellsburg. The assessment was completed at the County Offices located at 116 West
Market Street, McConnellsburg, Pennsylvania 17233.
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Image 1 - Fulton County Location
2.1 County Description

Fulton is a small county of approximately 14,619 people with approximately 9,847 registered
voters. The County averages 33.38 people per square mile, 26.53 people of voting age per
square mile and 22.48 registered voters per square mile. These numbers mean little until you
begin to compare them to larger more densely populated areas.

Registered
County Voting Age  Registered Votes County Land Voiers Per
Population  Population Voters Cast Area $q Mile
i 1 | .
14,619 11,622 | 9,847 ‘ 8,019 ‘ 438 sqmiles | 22.48
| 84.73% ‘ 81.44% ‘

]' 79.50%

Table 1 - Fulton County Demographics
*Estimated from 2019 Census Department numbers

The voting age population (VAP) is estimated to be 11,622 people, which, is approximately
79.50% of the County population. Of the Voting Age population approximately 84.73% of these
people are registered voters and of those 81.44% voted in the 2020 General Election.

2.2 Voting History and Registration Roles

During the 2020 Presidential General Election Fulton County had 8,019 votes cast at 13 polling
locations with 81.44% of registered voters casting a ballot. This is a high percentage of voters
even for a Presidential election but was quite common in this election cycle across the
Commonwealth and the nation.

The assessment reviewed all 954 mail-in ballots, all processes followed for In-Person, Mail-In,
Absentee, Provisional voting and the handling of adjudicated ballots. WAKE TSI also reviewed
voting related information published by the County, posted on the County web site, reported
by news media and reported by the office of Commonwealth of Pennsylvania Department of

State (DOS).

Election history in the Pennsylvania SURE system, for Fulton County, goes back to elections
beginning in 1987.
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Of the 9,847 Registered Voters 1,468 (14.81%) people did not vote in the 2020 General
Election. Fifty-six (56) people who voted in the Primary did not vote in the General Election.
The Commonwealth’s voting records show that Fulton County has 702 people whose date of
last vote was unknown or was prior to 1987. There are 1,065 registered voters who have not
voted in an election between 1987 and the 2019 elections. This accounts for 10.82% of the
County’s registered voters.

Somehow the explanation of the voting numbers in the previous two paragraphs do not add up
to 100% of the registered voters. Fulton County has 9,847 registered voters, there were 8,019
votes cast (81.44%) and 1,468 (14.81%) registered voters who did not vote. This totals 1,828
voters. Missing is an explanation of what happened to 360 voters (3.66%)?

What this information suggests is that the Voter Registration rolls need to be validated and
purged if possible. From the data that was purchased from the Commonwealth we were
unable to determine which field indicates inactive voters.

2.3 County Election Commission

The County has a mostly rural population, which has voted overwhelmingly Republican for
elections since 1964.

The County has 13 voting precincts based upon the Townships and Boroughs within the County.

Image 2 — Fulton County Poling Precincts

The county Election Commission consists of three members: Stuart L. Ulsh (R), Chair, Randy H.
Bunch (R) and Paula J. Shives (D). All three are business owners in the County.

There is also an Election Director who manages the elections, maintains voting equipment and
voting integrity, oversees data security, is responsible for ballot security and reports the tallies
to the Commission and the Commonwealth. The Election Director is assisted in many functions
by the Fiscal Administrator and the County Information Technology Consultant. The Election
Director and the Fiscal Administrator are County Employees.

The County’s Information Technology support is provided by a contracted firm. The primary
support person is an employee of that firm who has been doing the technology work for the

County for many years.
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3 Company Performing Review

WAKE Technology Services Inc. (WAKE TSI) is a managed services provider specializing in data
center, network, server and desktop systems design, cybersecurity and management, as well as
remote help desk and systems support. The company develops and executes various processes
and methodologies across all its disciplines. The firm was founded in 2004 and has worked with
organizations in Healthcare, Government, Manufacturing, Insurance, Automotive, Higher
Education and Professional Services industries.

WAKE TSI’s technical and management teams are experienced in working with DOD and other
federal agencies as well as state and local governments. This includes working with the
Commonwealth of Pennsylvania’s State System of Higher Education (PASSHE).

WAKE TSI is located in West Chester, Pennsylvania.
3.1 Who Wrote / Compiled the Report

This report was compiled and written by E. Eugene Kern, Executive Vice President of WAKE TSI.
Mr. Kern has been working in the information technology field since 1982. His background is in
technology infrastructure (not programming). His experience includes network, systems, data
center, physical design, systems and cybersecurity management as well as extensive project
management experience. He has been at the management and executive levels in the
information technology field for more than 30 years both as a consultant and as a member of
various organizations.

Mr. Kern is a co-founder of WAKE TSI and has been the Executive Vice President since the firm
began.

3.2 Team Performing Assessment

WAKE TSI’s Team consisted of three (3) ballot counters, two (2) technical personnel and one (1)
management person acting as program director / observer.

Our cybersecurity team who collected, reviewed and analyzed the technology data has
experience with DOD/DARPA, NSA and other federal agencies.

For further company information please see our website at https://www.waketsi.com.

4 WAKE TSI Process Foliowed

Two visits were made to the County Offices. The first on December 31, 2020 and the second on
February 9, 2021. For both visits to the Election Offices, our Personnel provided government
issued identification and signed a log at the request of the Election Director, prior to being
allowed to visit the election system area. WAKE TSI also agreed that our inquires and work
would not change or impact any of the systems reviewed. The County agreed to keep the
names of our personnel private so that none of them could be threatened or harassed, as Mr.
Kern has been after the first visit and subsequent newspaper reports were circulated.

Page 8 of 93 19 February 2021
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For our first visit, WAKE TSI provided a sign-in log for collection of contact information and to
understand who the stakeholders were. This is also to ensure we know who the proper people
are for follow-up questions and requests. Since the second visit was with the entire Election
Commission and the Election Director, WAKE TSI did not ask for a sign-in log to be completed.

4.1 Assessment Scope

The assessment was intended to review the mail-in ballots for each County and validate that all
conduct relating to the mail-in ballot requests, distribution, receipt and counting were in line
with Federal and Commonwealth guidelines. WAKE TSI was not asked, nor did we conduct, a
technology forensic audit of either the operating system or the EMS. WAKE TSI did review
operating and application system file dates, operating system and application log files, ballot
images and related files.

WAKE TSI personnel did not “image” the EMS systems. WAKE TSI did receive copies of various
ballot image directories and log files for offline evaluation. WAKE TSI was careful to not infringe
upon any portion of the Dominion software agreement with the Commonwealth or with the
County.

The ballot images that WAKE TSI received, do not allow for the identification of individual
voters. WAKE TSI did not inspect, review, assess or copy the County Electronic Poll Book or any
of the mail-in or absentee ballot envelopes.

4.2 First Visit

During the first visit our technology team collected electronic copies of EMS application log
files, directory information, TIF images of the scanned ballots, Operating System (OS) directory
and file information, OS log files and pictures of the paper Mail-In ballots.

This technology-oriented data collection was utilized to compare manual log files to electronic
files to ensure that the conduct of the election from a manual process matched the technology-
oriented process.

The Election Director, or an Election Commissioner, remained in the room with the ballots
throughout the entire course of our review. The Election Director was the only person
removing and replacing ballots in the ballot carts. Ballots were placed on the counting table for
review and then immediately placed back into the ballot cart once the review was complete.

The IT Support Technician, or an Election Commissioner, remained with the technical team
during the assessment of the voting systems and was the only person to access, copy or
download information from the EMS, as he does as a regular part of his duties. WAKE TSI
personnel were escorted at all times while we were in all of the election system related areas
during the assessment.

4.3 Second Visit

The second visit to Fulton County occurred on February 9, 2021. WAKE TSI returned to ask
follow-up questions about processes, review some of the sensitive documentation that the
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County did not want to have copied and to discuss the absentee ballots and the County’s
adjudication process.

4.4 QOverall Process

This was a voluntary assessment by the County, WAKE TSI accepted what was provided and
understood when Election Officials declined to provide sensitive information, such as chain-of-
custody documentation that identified County personnel and security tag log files, that
identified current numbering schemas. WAKE TS| was allowed to view, but not copy, this type
of documentation on the second visit.

The Election Commission did provide the templates utilized for these and other requested
documentation and the processes used by County Personnel for securing the ballots and
transporting them from the Precinct voting locations to the Central Tabulation Point
(McConnellsburg County Office). WAKE TSI also discussed but did not review County provided
training materials used for the General Election. Some of this documentation is in the process
of being updated by the Election Director as 2020 was the Election Director’s first year in the
position and has identified processes that needed refinement and updating to help Poll
Workers better understood and follow the election process in Fulton County.

4.5 Collection of Data

As stated previously, WAKE TSI’s technology people were assisted by the County’s Information
Technology Consultant. WAKE TSI was allowed to receive copied files from the application
directory of the EMS Server, the tabulation machines, the EMS workstation and the
adjudication workstation. WAKE TSI also obtained lists of all operating system files on each of
the machines. WAKE TSI received copied configuration files, images and log files from all of the
machines, both from the OS and the EMS.

4.6 Forensic Technology Tools Utilized

Since this was voluntary assessment and not an audit, WAKE TSI did not collect information
(disk images) from the machines as we would in a “normal” forensic audit. For this reason,
WAKE TSI did not utilize any of our forensic tools for the assessment.

5 Conduct of Election

The County Election Commissioners agreed, on a two to one vote following party lines, to have
this voluntary audit conducted and provided technical and administrative oversight and support
for the effort. Later the Election Commissioners again voted to allow WAKE TSI to count and
discuss the Absentee Ballots. Our request and the vote were what prompted the second trip to
the McConnellsburg. Fulton County is in two State Senate Districts as the maps below show.

*age 10 of 93 19 February 2021
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Since the County is in two State Election Districts both State Senator Judy Ward and State
Senator Douglas Mastriano were aware of our efforts.

5.1 Anomalies

Election anomalies occur in many forms and vary from election to election depending on how
the election was conducted and who ran the election. Anomalies can be human errors,
equipment failures, configuration errors, software failures, paper issues and such mundane
items as water leaks and power failures.

5.1.1 Election Process Anomalies

There were no reported conduct anomalies during this election. The Judge of Elections, at each
polling location, and the Minority and Majority Inspectors (Observers from both major parties)
were at each polling location during In-Person voting and then escorted the ballots from the
precincts to the County Offices for tabulation.

Multiple County Election Officials were present at all ballot handling, tabulation, adjudication
and reporting functions. At no time was only one-person handling ballots without supervision
by other election officials. No accounts of conduct irregularities were reported during the
election cycle either before, during or after the election in Fulton County.

5.1.2 Voting System Anomalies

There were no EMS system anomalies reported during the election or in the election results
reporting.

WAKE TSI found two EMS anomalies with the voting system which were; 1) the number of
scanning errors and 2) the installation of the Microsoft SQL Server Data Tools (SSDT).

For the first issue the Federal Government has set an allowable error rate of 1 error in 250,000
ballots scanned for an allowable error rate of 0.0004%. Fulton County should not have had any
ballot scanning errors according to Federal guidelines.
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There were two sets of log files reviewed for this assessment. The first is the error log files on
the ICC machines (scanning tabulation machines). These log files show that scanning issues
occurred during system setup / testing on 10/18/2020, during the election process on
11/3/2020, during the County validation on 11/6/2020, and during the certification process on
11/10/2020. Usually, the scanning issues were one error during a batch of fifty ballots being
scanned. This leads to an error rate of 0.02% during batch processing. If you look at the
approximately 40 scanning errors that occurred during the election process this provides an
error rate of approximately 0.005%.

The second set of log files from the EMS server show that during the 11/03/2020 General
Election there 3,383 individual events, of which 142 were for scanning errors (4.20%) and only
three (3) were for write-in ballot warnings (0.09%). The scanning errors are far in excess of the
allowable error rates as legislated by the Federal Government.

WAKE TSI suggests that this issue should be resolved by the EMS Vendor.
5.1.3 Other Anomalies

The only other anomaly reported was with the printing of ballots in one of the precincts. The
ballots are printed with a tear off tag that shows the voter what number voter they were for
that election and day. The printing firm, who provided the ballots, mistakenly started the ballot
numbers at the wrong number, which forced a change in the tracking of the ballots provided to
that location.

This issue had no impact on the actual voting in the Precinct.
5.2 Public Communications

The Web Page is the primary form of communications for the County during election periods.
Individual Candidates, or Parties, provide all their own election materials. The County does not
provide election advertising except for signage for polling locations and ballot collection points
that indicate locations and processes to be followed.

5.3 Web Page

The County website shows election results since 2002 and is consistent with what other online
sources provide. This information was also confirmed via data from the Pennsylvania Statewide
Uniform Registry of Electors (SURE) system.

Fulton County has an easy-to-use website with all voting information (information, reporting
and registration) accessible from a link on the left side of the County Homepage. The website
was built and is maintained by the County’s contracted Information Technology Services
Company.

The election page displays the primary access points in the middle of the page as boxes. Above
the boxes is an election day phone number for assistance or issue reporting. Sample ballots for
all precincts are easily accessed from this page.
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5.3.1 Sample Ballots

The sample ballots are downloadable as PDF files and match the County precincts, mail-in
ballots and election day ballots. The Sample ballots have a watermark showing them as
“Specimens”. This watermark was easily removed with Adobe Acrobat. The sample ballots
print the same size as the election day ballots (8.5 by 11.0 inches). The sample ballots do not
contain any Precinct identification or serial numbers.

See Sample Ballots in Appendix A —Sample Ballots.
5.4 EMS System Physical Security (Machines, Ballots and Devices)

The voting systems are maintained in multiple rooms in the basement level of the County Office
building listed above. The rooms are only utilized by the Election Commission and are kept
locked unless personnel are utilizing the rooms as part of their duties.

The building has a keycard security system and reporting of access to the various areas can be
generated as needed. The building also houses Veteran Affairs and Domestic Relations offices.
They are separate with their own entrance and security system. Personnel from these
Departments do not have access to the Election Systems areas.

All ballot carts, paperwork carts, supplies, and EMS related devices are stored in the election
area of the building. Some election related paperwork is kept in the Election Director’s office,
which is on a different floor in a secured access area.

There is one ballot cart and one paperwork cart per precinct. All carts were locked and sealed
with numbered security tags, which were removed by the Election Director as the mail-in ballot
count proceeded.

Image 4 — Ballot Carts Image 5 - Paperwork Carts

Note in the pictures above the red security tags on the Ballot Carts and the green security tags
on the Paperwork Boxes.
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Once the ballot recount had been completed for a Polling location, the ballots were
immediately replaced by the Election Director and resealed.

The Election Director maintains a log of the security tags when removing / replacing the
security tags. The log is kept on her County provided computer located in her office and is only
accessible by her.

See a template of the log file in Appendix D = Security Tag Tracking Template.
5.5 Poll Book

The Poll Book is not part of the Dominion Election Management System. While the two are
related and work together, the Poll Book is not generated by, nor used by, the Dominion
System directly. Individual counties throughout the Commonwealth use a variety of electronic
or manual Poll Books.

Fulton County uses a “Manual Poll Book” printed from data in the State Voter Registration
Database. The Poll Book is printed the Friday before the election and delivered with the Ballots
and other Paperwork to the Judge of Elections at each Precinct in preparation for Election Day.
The Poll Book is updated from Friday through Election Day as registration information is
updated or new voter registrations are added to the statewide Voter Registration database.

The Poll Book is signed by each voter and the Poll Workers hand a ballot to the Voter. While
ballots were not serialized, the pre-printed in-person ballots do have a tear-off tag intended to
inform Voters what number voter they were for that precinct.

The process followed by the Poll Worker distributing ballots is to inform the person managing
the Poll Book the number of the ballot tag, which is then entered into the Poll Book, with that
person’s name. Once that ballot is cast the numbered tag is removed and provided to the
Voter.

Since these ballot tag numbers are written into the Poll Book, they become part of the voting
record. A curious side effect of the tear-off ballot numbers being entered into the Poll Book is
that it allows for tracking of individual voting by comparing the Poll Book to the batches run
through the tabulation machines. Since the ballots are carefully tracked in batches and are
placed in the ballot carts in the order voted it allows for this matching of voting order to the
Poll Book and to the images taken for the counting process.

In January 2021, after WAKE TSI had collected data from Fulton County, the ex-Secretary of the
Commonwealth, Kathy Bookvar requested that Fulton County perform a random sampling
analysis of voting in the County. The State personnel who performed the analysis selected a
not-so-random sample of Ballots from a comparison of the Poll Book to the batch logs to select
the ballots they wanted to review for sampling. The results showed that rather than the actual
85% percentage voted for President Trump the selected sampling showed an 89% voting
selection. We do not know why the vote review / sampling was conducted in this manner. This
information was provided to WAKE TSI by one of the Election Commissioners.
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5.6 Ballot Casting and Election Results

Fulton County certified that they only counted votes cast / received by 8:00 pm on November 3,
2020 or as appropriate for absentee ballots in accordance with state and federal guidelines. Al
ballots are cast in the precincts and taken to the McConnellsburg County Offices for tabulation
and reporting. There is a McConnellsburg Precinct location as well where voting occurred.

The Election Director utilized a handwritten Ballot Scanning Log for managing the batches
during scanning. The log sequentially tracked batches by polling location, quantity in the ballot
cart and type of ballot. The Election Director’s handwritten log files exactly matches the
scanning logs from the tabulation devices labeled ICC#1 and ICCH#2 as to the ballot type, size
and number of ballots per batch ran through the devices. Most of the batches run through the
system were in groups of 50 ballots. The largest batch was 108 ballots, and the smallest batch
was 1 ballot.

Ballot abbreviations on the log include Mail-In = MI, Election Day = ED, and PR = Provisional.
These designations match the directory structure of the ballot images within the EMS directory
structure. Absentee ballots were included in the mail-in category for logging purposes but were
tracked separately in the ballot carts and in the EMS. Provisional ballots were handled by the
Election Director under the supervision of the Election Commissioners.

See Appendix B — Ballot Scanning Log Example

The County Sheriff’s Department is present at the McConnellsburg Offices, on election day, to
observe that there are no interruptions or interference with proper procedures. They do not
take part in the transportation of ballots or voting equipment.

The ballots are transported from the Precincts to the election offices in McConnellsburg by the
Election Judges and the Minority and Majority Inspectors. Chain-of-Custody documents, for the
ballots and supplies were utilized by the County for transport.

WAKE TSI did request and receive copies of the templates used for these documents as shown
in Appendix C - Ballot Tally & Tracking Template and Appendix D - Security Tag Tracking
Template

The following table shows the votes cast and reported by election for the 2020 General Election
on the County web site and through the Pennsylvania SURE system:

Election Race Total Vote Count
Presidential 7,981 I

| Attorney General B _ ] - o ‘ - 7,815 - ‘
| Auditor General | 7,762

i State Treasurer _ B ‘ - 7,761 - ]
| Representative in Congress | .27,840 '.
" Representative in the General Assembly _ ‘ 7,261 l

| Count of People Voting as Reported in SURE | | 8,013 ]
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Table 2 - Votes by Election Contest

All votes were scanned / tabulated using devices labeled ICC#1 and ICC#2. All mail-in ballots
were scanned using ICC#2 while ICCH#1 served in a backup roll.

5.6.1 Election Night Versus Certified Results

The table below shows the differences between the reported numbers.

Total
Date Pocpoul:::?on Re\ii;:':d \1!-2::'5 Biden Trump ::;:3 W:'::e- Vote-s For
Cast President
Nov3 | 14,619 9,847 | 7,807 | 1,068 | 6,660 79 Oyl [ 7807 00|
' Nov 20 14,619 | 9,847 | 7,981 ‘ 1,085 6,824 ‘ 69 \ 3 _‘_ 7,981
Diff | 0 0 174 17 164 [0/ |

Table 3 — Election Night Reporting vs Certified Reporting

As the table above indicates, election night reporting did not match with the certified results.
The reasons provided for this difference were receipt of military and civilian absentee ballots,
clarification of write-in ballots, resolution of provisional ballots and adjudication of ambiguous
ballots. The table above shows the differences between the election night and certified results
and what ballots changed categories.

The log files show that ICC#1 had two provisional ballots scanned on 10/13/2020 as part of the
setup of the election. None were scanned on this device during the 11/3/2020 election.

The log files on ICC#2 had 22 provisional ballots scanned on 10/13/2020 in two batches as part
of the election setup. Twelve (12) provisional ballots were scanned on 11/06/2020 in six
batches as part of the ballot adjudication process, and 115 ballots were scanned on
11/10/2020, in two batches, as part of the certification process.

See the County Certification Report in Appendix E — County General Certificate of Results
5.6.2 In- Person Ballots

The printed In-Person ballots do have a machine-readable ID (barcode) in the lower left corner
that identifies the precinct in which the ballot was cast. The example below is from an image of
an Ayr Township ballot. Image 1 is from the top center of the ballot and Image 2 is from the
lower left corner of the ballot. All Ayr Township Ballots have the same marking. The markings
for each Precinct are distinct and match from ballot to ballot within the precinct. This is the
only difference between the sample ballots and the actual ballots used in the election.

This difference stops someone from downloading the sample ballots, printing them and then
casting them as if they were actual ballots. The barcode does not identify individual voters.
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OFFICIAL MAIL-IN BALLOT

FULTON COUNTY, PENNSYLVANIA
GENERAL ELECTION, NOVEMBER 3, 2020
AYR TOWNSHIP

The ballots are also printed on a heavier stock than the normal 20-pound paper used by copiers
and for other technology uses. The reasoning behind this was explained as assisting the
scanners in feeding individual ballots without as many jams.

Image 6 — Top of Ballot

Image 7 — Bottom of Ballot

5.6.3 Provisional Ballots

The following table is the count of Provisional Ballots listed by the reason for inclusion in the
provisional category.

PrI:it;Lflal Not Absentee Registered
Township y / MiINot ButNotin Excepted Ballots
Ballots Registered
; Returned Poll Book
Received
LAY RIS R TN N | N i A QT Y
BELFAST } i ' 0 | 11 | o || 1
LBETHECRENTINSN C S 1o i | S S 13 3 SR 1 S { A L)
BRUSH T | 4 | 1 ‘ 2 14
'DUBLIN 10 ORI 10 o 10 ]
LICKINGCREEK | 9 0 9 | o 9
MCCONNELLSBURG | 8 1) PR 5 2 I s
lTavior * | 7 [ o | 7 | o 7z
|THONIPSON ! _ be || T 16 2 18 3
Tooo | 10 || 3 | 6 | 1 .
UNION s S e A v L PR T 10 DAl
VALLEY HI | o [[ o [ o | o [ o
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(WELLS T [ S T (e W BELEE Y
~ SUBTOTALS | I‘ | as | 11 =] 126
| TOTALS | 149 |5 23 | B | 126

Tab!e 4 - Provisiaél Ballots

As can be seen by the table above 23 voters who were not properly registered, plus 115 people
who had requested an absentee or mail-in ballot which had not been returned and 11 people
who had registered but were not in the Poll Book. These 149 ballots were not counted in the
election for these failures in following the proper process to vote.

5.6.4 Mail-In Ballots

The numbers below represent the numbers of the Mail-In ballots requested and returned to the
County. The numbers below are from the Pennsylvania SURE system. Of this amount 954 Mail-
In Ballots were completed properly and counted for the election.

' " Returned  Returned Not
R d
EESEEL - GG By 11/3 After 11/3 Returned
1,429 1,23 30000 | 1,222 W 11 |[“% 19678
’ 86.28% | 99.11% | 089% | 13.72% |

Table 5 — Mail-in Ballot Numbers

In accordance with Department of State directives only Mail-In ballots delivered by 8:00 PM on
November 3, 2020 were counted. The McConnellsburg Post Office worked diligently with the
Election Commission to deliver Mail-In ballots twice-a-day during the last few days leading to
deadlines. Sometimes calling the Election Director to inform her that there was no mail for that
day.

5.6.5 Absentee Ballots

Absentee ballots are handled differently from mail-In ballots as they have different rules,
regulations and deadlines. Absentee ballots were counted if they were postmarked by
November 3, 2020 and received prior to November 6, 2020.

An Absentee ballot request is a different type of request from a Mail-In ballot request.
5.7 Results Reporting

WAKE TSI reviewed several sources to ensure that reporting was consistent and accurate. The
results were then compared to information which was provided from the EMS. The reporting
reviewed was completed from Election Night Results through Result Certification and included
published results from November 3 through December 28.

5.7.1 County Web Site

All the information on ballot count reporting above is from either the County’s web site or the
Pennsylvania SURE system.
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All information reported by the SURE system is input by the Election Support Team of Fulton
County. The data is transported from the EMS to the County Election Director’s workstation via
thumb drive and then uploaded to the SURE system.

The County web site is easy to use and has reports in standard formats that do not need
adjustment to run reporting or statistical tools against.

See the County election web site at this link: https://www.co.fulton.pa.us/elections.php
5.7.2 Media

WAKE TSI reviewed reporting by the New York Times (NYT) for all counties in Pennsylvania as
well as reporting provided by local and national television and cable outlets. WAKE TSI also
reviewed results posted on or by national voter data tracking outlets like Edison Research, Scytl
and Verified Voting.

This data was compared to the information provided by the County and the Commonwealth’s
web sites.

5.7.3 Commonwealth

As the table at the beginning of this section indicates the highest count of votes appeared in the
Presidential race, with 7,981 ballots cast. This table is based upon the certified election results
from November 10", The State SURE system indicates that 8,019 ballots were cast in the
County. There is a difference of 38 votes (0.47% of ballots cast). This difference is from the
remediation of issues such as double voting where only one candidate can be selected, but two
were marked, naked ballots (mail-in ballots) where the security envelope was not included in
the outer envelope when the ballot was returned, write-in ballots for famous entities like
Mickey Mouse, Jesus Christ, Abraham Lincoln, etc. and ballots cast by people who were not
properly registered.

5.7.4 EMS Vendor Website

No reporting of election results was found at the Dominion web site as some of the other
Election Management System Vendors provide.

6 Election Management System (EMS)

Fulton County uses the Dominion Democracy Suite 5.5A as certified by the Pennsylvania
Secretary of State (SOS). The County began using the Dominion EMS in 2019. It has been used
in the last three (3) elections. More information on the EMS and how to use it can be found at
the Department of States web site listed here: https://www.votespa.com/Voting-in-
PA/Pages/Voting-System-Demos.aspx.

The EMS system was originally installed and used for the 2019 Municipal Election and was
utilized for the 2020 Primary and 2020 General Elections. The EMS Server log files indicate that
the election management system was originally installed on 08/16/2019 and updated for the
Municipal Election on 10/17/2019. The next date that the system logs show the EMS as being
updated is for the 2020 General Election (10/13/2020). The election files from all three
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elections were on the server. This information matched exactly what the Election Commission
provided.

6.1 EMS Software Components

The Dominion Democracy Suite 5.5A consists of the following software and firmware
components:

Application Version
' EMS Election Event Designer (EED) 5521
' EMS Results Tally and Reporting (RTR) 55121
| EMS Application Server 55.12.1 |
EMS File System Service (FSS) 5.5.12.1 |
' EMS Audio Studio (AS) 5.5:12 110
EMS Data Center Manger (DCM) 55.12.1 |
'EMS Election Data Translator (EDT) 5:5:12.1 0]
' ImageCast Voter Activation (ICVA) 5.5.12.1 l
' EMS Adjudication B 55.8.1 |
EMS Adjudication Service | 5.5.8.1 ‘
' Smart Card Helper Service it 5.5.12.1
' ImageCast Precinct (ICP) | 5.5.3-0002 ]
ImageCast Central (ICC) | 5.5.3.002
ImageCast X (ICX) B ‘ 5.5.10.30 ]

Additional Commercial Off The Shelf (COTS) software and firmware included in the systems has
been defined as part of the EAC system certification scope. We did not include this information
as it is listed in the Commonwealth certification document, which has been included as an
Appendix.

6.1.1 Third Party Software Components

All expected third party software components were installed in the system. Versions were as
listed in the certification documentation.

File dates and times matched the expected results and file sizes matched software vendor data
for the versions installed.

6.2 EMS Devices Utilized

Fulton County Pennsylvania uses the Dominion Democracy Suite 5.5A EMS. The following is an
excerpt from the Pennsylvania Certification Report for the Democracy Suite 5.5A components
considered for use in Pennsylvania.

“The System is intended to provide a paper-based voting system with end-to-end
election support, from defining an election to generating final reports. The
system is comprised of both precinct and central count tabulators, and BMDs as
the ADA component. The system companents include: The Election
Management System (EMS), the ImageCast Central (ICC) - utilizing two
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Commercial Off the Shelf (COTS) scanners, the ImageCast Precinct (ICP) optical
scanner and the ImageCast X (ICX) (Prime and Classic) ballot marking devices.”

6.2.1 Ballot Marking Devices

The County provides Ballot Marking Devices (BMD) in each Polling Location as required by
HAVA and Commonwealth guidelines. These devices can be used by anyone who wishes to use
them instead of a paper ballot. The voter views the ballot on the computer screen, makes their
selections and then a ballot is printed with their selections listed and with a QR code that is
read by the tabulation machine when these ballots are scanned.

The important point here is that the machine readable QR code is what is being scanned and
entered by the tabulation machine not the human readable details printed on the ballot.

We are not inferring anything by making this point, we are just stating the obvious, that what
you see and what the machine reads is not the same information when using these devices.
That does not mean that the QR code is any different than what is printed on the ballot, just
that you cannot see what it says.

See an example of a printed BMD generated ballot in Appendix F - BMD Ballot Printout.

The certified ballot marking device that the County uses is the ImageCast® X (ICX) Ballot
Marking Device (BMD). This is a ballot marking device with a Commercial Off The Shelf (COTS)
printer, HP LaserJet Pro Printer M402dn or HP LaserJet Pro Printer M402dne, for printing
marked ballots.

Once the BMD generated ballot is printed it is then added to the Precinct Ballot Cart for
transportation to the Central Tabulation Site in McConnellsburg, as are the hand marked
ballots.

The BMD printed ballot is scanned into the system using the same tabulation devices as the
hand marked ballots.

WAKE TSI did not review any of the BMD devices during this assessment.
6.2.2 Tabulation Machines

Fulton County does not utilize a tabulator at the precinct voting locations. All scanning and
tabulation functions are completed at the central McConnellsburg location.

Fulton County utilizes the ImageCast Central Station (ICC), a ballot scanning and tabulating
system that can be configured with high-speed COTS scanners, Canon Image Formula DR-G1130
or the Canon Image Formula DR-M160- Il, to tabulate ballots in the central office.

Fulton County has labeled their devices ICC#1 and ICC#2. All reporting refers to these names
and it is included in the log files from the server and tabulation machines.

6.3 EMS Training

At this time the Election Commission and County Staff have received a portion of the required
training. The situation with training is that at the time of system purchase the then Election
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Director was retiring, and the current Election Director was not yet onboard. The Election
Commission decided to postpone some of the training until the new Election Director was
onboard.

Dominion “owes” the County training manuals, training and system manuals. The Election
Commission expects that Dominion will provide those materials and training prior to the 2021
Municipal Primary which occurs May 18, 2021.

See the section below on Commonwealth training requirements for more details.
6.3.1 Election Commission

The Election Commissioners and the Election Director received some training from the EMS
Vendor, Dominion. Itisintended to familiarize the Commissioners and Election Director with
the election process, conduct and security.

It is provided as part of the purchased contract for the system.
6.3.2 County Warkers

This group includes the Election Director, IT support and others as needed. This training is also
provided by the Vendor and is part of the system purchase contract. Dominion’s contract with
the County provides for training for up to six (6) of the Counties personnel. More can be
purchased as needed.

The training is provided as online videos, manuals and printed guides as well as in-person
training as needed.
6.3.3 Poll Workers

The training for Poll Workers is mostly provided by the County, with assistance from Dominion.
This training is based on Dominion materials but is modified to meet the needs of the County.
Locality specific training is created and designed by the Election Director. It also includes
instructional materials from the Vendor for the use of the Ballot Marking Devices in the
Precincts.

6.3.4 Information Technology

The Vendor has not yet provided training materials or manuals for information technology
support of the system.

The Vendor is scheduled to provide that information in 2021, prior to the May election.
6.3.5 Commonwealth Requirements for Training

Commonwealth law and County contracts require that Dominion must provide training and
training materials as set forth below prior to the first use of the voting system in a primary or
general election.

a) A demonstration of, and training on, the setup and operation of the Voting System to
the purchasing county’s board of elections’ members and staff and the county’s precinct

election officials.
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